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SMEs (Small and Medium Enterprises) are the most important contributors to the 

global economy, accounting for over two-thirds of worldwide job opportunities and 

more than half the GDP of the developed economies. It is also very visible through 

various cyber-attack statistics and news that they are the most vulnerable to cyber 

threats, with major consequences for their continued existence if successful cyber-

attacks by cybercriminals are carried out. With the existence of different ecosystems 

reliant on them, there is a growing need to defend the entire SME segment from cyber 

threats. There are currently no solid security standards or frameworks in place for any 

organization, given the large number of cyber-attacks targeting SMEs followed by 

successful cybercrimes. It is one of the main reasons this research was more interested 

in identifying probable gaps in their adoption. There is a need to comprehend the issues 

that the SME segment faces, particularly in terms of planning and successfully 

implementing cybersecurity standards, frameworks, or controls to be cyber secure. 

This research thesis will be a good attempt to shed light on the current cybersecurity 

posture having various controls implemented within different types of SMEs, as well 

as the challenges they are facing about the same. This research will try to find the 
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reason that is preventing them from deciding, planning, and implementing 

cybersecurity controls. I would like to thank the top management of one hundred and 

fifteen SMEs who voluntarily participated in the research survey conducted by us. In 

addition, based on the analysis of their valuable inputs and keeping the core 

cybersecurity principles at the center of the new implementation strategy, this research 

study will present a recommended solution that will assist any SME by providing a 

few directions to overcome the obstacles they are encountering in enhancing their 

cybersecurity posture. According to the research findings, more than half of SMEs lack 

cybersecurity standards or structures. It was interesting to know that their top four 

obstacles which are stopping them from going ahead with the implementation of 

cybersecurity controls are (i) cost involved in implementing cybersecurity controls, (ii) 

lack of resources to implement and maintain, (iii) not finding a roadmap to invest in 

cybersecurity control implementation, and (iv) available cybersecurity standards or 

frameworks need a big investment. To design the recommended solution for the SMEs, 

research interviews were conducted among the top management of SMEs to 

understand the critical assets contributing to their business. This research also gave a 

few more inputs about important components they are more concerned about. Taking 

these inputs while providing the recommended solution to the problems identified, 

research has considered a few unavoidable or must-have cybersecurity controls 

implementation and safeguarding BDSMCA based on domain-wise prioritization of 

Confidentiality, Integrity, and Availability (CIA triad). This strategic solution design 

can help SMEs in a particular business domain. The Business Domain-Specific Least 

Cybersecurity Controls Implementation (BDSLCCI) framework is the probable 

recommended solution as a result of the research, which is the actual step-by-step 
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implementation of cybersecurity controls, contributing to each and/or multiple areas 

in the CIA triad considering BDSMCAs. 
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CHAPTER I:  

CONCEPTUAL FRAMEWORK 

1.1 Introduction 
 

According to the World Trade Organization, SMEs account for more than 90% 

of the business population, 60% to 70% of employment, and 55% of developed 

economies' GDP (WTO, 2016). There are over 400 million SMEs in the world, which 

are the backbone of the global economy. The most evident existing challenges among 

most SMEs across various countries are a lack of cash, a lack of experienced top 

management, and a lack of technical skilled resources for ICT (PETKOVSKA, 2015; 

Duan, 2002; Emine, 2012; Farsi, 2014; Moeuf, 2017; Muriithi, 2017; Ramukumba, 

2014; Khalique, 2011). Recent decades have seen increased exposure of SMEs to 

cyber threats due to the increase in the use of digitalized platforms. It is important to 

protect, sustain and grow the SME segment as it plays a key role in the global economy. 

This research is going to focus on identifying the root causes of why SMEs are not 

able to protect themselves against cyber-attacks.  

 

1.2 Emergence and justification of the problem 

The general business sector has moved into the digital era over the previous 

few decades, but cyber threats have increased globally as a result. SMEs now have a 

bigger attack surface than ever before since many of them are gradually shifting away 

from traditional methods and toward greater use of the Internet and cloud to meet their 

digital needs. SME's have a "one in two" probability of experiencing a cyber breach, 

according to the NCSC (SENSEON, 2019). According to recent figures, 

cybercriminals are targeting 43 percent of small businesses, and it's crucial to note that 
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60 percent of small firms that are victims of such cyber-attacks close their businesses 

within six months. According to statistics, cybercrime costs small and medium 

businesses more than $2.2 million every year (Shepherd, 2019). Every SME is trying 

to expand its IT assets due to the increasing demand for digitization for any business 

to go to the next level. As a result of this, SMEs are now more vulnerable to cyber 

threats. Cybercriminals are not just targeting SMEs, but they are also posing the 

greatest threat to the SMEs' dependent ecosystem and hence threatening the global 

economy. Many hacks can wreak havoc on SMEs' long-term viability and growth by 

causing financial and reputational losses in a variety of sectors. Existing cybersecurity 

standards and regulations are extremely good, but “why they are not beneficial to 

SMEs” needs to be examined, especially with the increasing number of cyber-attack 

victims SMEs. Motivation, capacity, opportunity, and impact all play a role in the 

threat to the SME segment (Blyth, 2001). Insignificant, mild, moderate, substantial, or 

catastrophic impacts are all possible when it comes to cybercrime. A negligible impact 

implies that no actual loss has occurred, even if improper use of the item has occurred; 

it can simply be ignored. A mild asset loss with no business impact is classified as a 

minor impact. Even these can be given a low priority rating. The moderate impact 

produces business disruption and has a medium impact. The substantial or catastrophic 

impact is far more serious since it can hurt the enterprise in different ways. It must be 

addressed immediately by putting in place remedies. To avoid disastrous consequences 

caused by a new cyber danger that the organization has not yet recognized, enterprises 

must have up-to-date information about the current and ongoing cyber risks. It is 

important to study the various gaps faced by SMEs while implementing cybersecurity 

controls to protect themselves against rising cyber-attacks, as those are a threat to the 

ecosystem which is dependent on the SME segment. 



 
 

3 

 

1.3 Statement of the problem 

SMEs play an important role in global employment opportunities, GDP, and 

the global economy. These organizations are facing many cyber threats with growing 

digitization. It is important to know if there are any issues faced by these organizations 

while implementing a good cybersecurity posture to protect themselves against such 

threats. This study will focus on identifying numerous cybersecurity implementation 

gaps in the SME segment, which are contributing to rising cyber threat risk and 

inflicting damage to the economy established by SMEs. 

 

1.4 Definitions of the terms used in the study 

Generally, an SME can be characterized as a non-subsidiary, independent firm 

that employs a particular number of employees, also based on a yearly turnover range. 

This term has different meanings in different nations. It indicates that SMEs are critical 

for job creation and economic growth and that if they are struggling, it will negatively 

impact both of these factors, as well as GDP. 

Invoking the existing broader definition of a cyber threat for an organization 

(NIST - Cyber Threat - Definition, 2018), a cyber threat for an SME can be defined as 

an unauthorized access/destruction/disclosure/modification of information and/or 

denial of service on an SME's information system that has the potential to negatively 

impact its operations, its mission/functions/reputation/image, its assets/individuals 

associated with it, other organizations linked to it, or even its impact on a specific 

state/country. Invoking the current broader definition of cyber risk for an organization 

(NIST - Cyber Risk - Definition, 2018), a cyber threat for an SME can be defined as 

an unauthorized access/destruction/disclosure/modification of information and/or 
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denial of service on an SME's information system that has the potential to negatively 

impact its operations, its mission/functions/reputation/image, its assets/individuals 

associated with it, other organizations linked to it, or even the impact on a specific 

state/country. 

In a nutshell, the risk is a function of asset value, vulnerability, and the 

possibility of exploiting that vulnerability (Ayyub, 2001; Bavisi, 2009; Bernd, 2007; 

Ciampa, 2004; Denning, 2003; Dhillon, 2000; Dondo, 2007; ITU-T, 2005; Katsikas, 

2009; Parker, 2002; Perfilieva, 2011; Shaurette, 2002; Walker, 2009; Whitman, 2005; 

Zadeh, 1975; Zimmerman, 1995). It can be written as below. 

Risk threat = f (Threat asset, Vulnerability threat, Asset Value) 

Threat agents can be divided into several kinds based on their intent and 

methods for pursuing the victim. Threat agents performing cybercrime or malicious 

activities might be hired by unethical competitors of the enterprise or other unethical 

entities with different purposes. Insider threat agents include partners, company 

employees, contractors, vendors, maintenance team, security team, security guards, 

operations workers, and cleaners, among others. Worms, trojan horses, logic bombs, 

viruses, and other non-target-specific threat agents are examples of various creations 

which are created by cybercriminals to perform malicious activities on their victims. 

Terrorist threat agents can be political, religious, or anarchists. Media, activists, 

political entities, religions, governments, the general population, extremists, vandals, 

and enthusiasts are all examples of ESA threat agents. Cybercriminal gangs that are 

involved in organized crime are also threat agents. Fire, flood, lightning, vermin, wind, 

sand, frost, earthquakes, and other natural calamities are examples of natural disaster 

threats. By learning from the COVID-19 pandemic, a pandemic can also be deemed a 

natural disaster too. Apart from all these nation-states, specific threat agents are also 
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active. Any threat agent must have three things to exploit any vulnerability in an 

enterprise or asset: capability, opportunity, and motivation (Vidalis, 2005). 

 

1.5 Objective of the study 

Direct input from SMEs will be taken into account in this study via a research 

survey. Top management, c-level executives, directors, and SME owners are among 

the survey's participants. In addition, this study survey was carried out across a variety 

of company categories. A gap analysis of the SME segment's present cybersecurity 

posture and the targeted minimum cybersecurity maturity level they should achieve to 

reduce cyber threat risks. Because SMEs play such a vital part in the global economy, 

ongoing innovation is even more important for them. SMEs have a significant impact 

on the competitiveness and economic prosperity of the country to which they belong 

(PETKOVSKA, 2015). 

Specific Aims 
Ø To listen to the top management of SMEs to understand the current 

cybersecurity control implementation within their organization 
Ø Identify the security risks by assessing gaps in current cybersecurity 

implementation within SMEs 
Ø To provide a structured recommended solution that should be solving 

problems identified in research studies by taking few inputs from SMEs 

1.6 Delimitations of the study 

This research will consider organizations that fall under the SME segment 

regardless of their location. It will try to get insights about the internal cybersecurity 

posture of the participant SME, which is internal as well as somewhat confidential 

information about the organization that will be difficult for the top management to 

share. 
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1.7 Educational implications and significance of the study 

Information security and cybersecurity are frequently used interchangeably. 

Although this is not the case, there is an overlap between these terms. According to the 

ISO definition, "cybersecurity" means maintaining the CIA Triad requirement for 

information in cyberspace. It goes on to explain that cyberspace is made up of tangible 

entities that are linked to or connected to the internet. In a nutshell, information security 

is the protection of data as an asset from cyber threats and vulnerabilities, whereas 

cybersecurity is the protection of cyberspace and all assets present in that cyberspace 

(Bay, 2016). It's vital to remember that cyberspace encompasses not just entities linked 

to the internet, but also entities communicating with one another without using the 

internet. One of the subgroups is Cyberspace, which is part of the Internet. There are 

two types of cyber assets, or ICT assets: tangible and intangible. Information, data, 

intellectual property, goodwill, reputation, a market image, service, software 

programs, and applications are examples of intangible assets. Hardware, storage 

media, equipment, machines, prints, and end-users are examples of tangible assets 

(Ozier, 2002).  

Asset value changes depending on the relevance of the asset to the company. 

Asset value may be determined even using the CIA triad. It is determined by the cost, 

sensitivity, and criticality of the asset, as well as the amount of maintenance and 

administrative effort required for the same (Fisch, 2000). Viruses, unauthorized access, 

theft of the organization's proprietary information, DoS attack, insider threat, laptop 

theft, financial fraud, misuse of a public-facing web application, system penetration by 

unauthorized entities, wireless network abuse, sabotage, telecommunication fraud, 

website defacement, and many other security issues can affect cyberspace (Fenz, 
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2005). Furthermore, relationships between high-level layers of physical objects, 

systems, applications, people, and processes shape cyberspace as a whole. In short, 

cyberspace is incomplete without taking into account people, processes, and 

technology, as well as their interactions with each other, and whether or not they are 

connected to the internet (Daras, 2018). This study will aid in determining the 

fundamental, or root-level, difficulties that SMEs face in protecting cyberspace. The 

survey will try to find a few new ground-level implementation statistics of 

cybersecurity controls among different SMEs and will try to comprehend 

cybersecurity control level implementation gaps, in addition to valuable inputs from 

various existing research literature available to date. The goal of this study is to find 

hidden pointers that will help SMEs articulate problems and offer solutions. 
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CHAPTER II:  

REVIEW OF LITERATURE 

2.1 Introduction: Background of Existing Cybersecurity Standards for Enterprises 
 

Today, every business considers ISO/IEC 27001, which is widely used for 

defining ISMS (information security management system) requirements (ISO, 2013). 

There are 114 controls in ISO 27001:2013, which are related to 14 different security 

domain objectives (Shojaie, 2014). ISO/IEC 27002:2013 is a set of instructions that 

aid in the application of the controls outlined in ISO 27001:2013 (Sukmaji, 2021). ISO 

27001 provides extensive coverage of each clause, which is backed up by specific 

security objectives and measures. The COBIT maturity model is primarily utilized in 

IT governance, with a focus on auditing, procedural awareness, and adaptability 

(Nasser, 2017). NIST also offers a useful structure for cybersecurity, with five basic 

tasks that begin with "Identify," then "Protect," then "Detect," then "Respond," and 

lastly "Recover" (Keller, 2019). NIST has released a framework for small and medium 

businesses (SMBs) that is based on these five functions once again (Swenson, 2016). 

NIST Special Publication 800-53 Revision 4 distributes approximately 900 or more 

distinct security controls from 18 control families, assisting in risk reduction, 

information protection, the overall cybersecurity framework, and security standards 

(Bodeau, 2013). The NIST CSF is the most recent framework for a risk-based 

approach. There are five functional domains, 22 categories, and 98 subcategories 

within them (Almuhammadi, 2017). The implementation of the NIST framework still 

requires a significant amount of resources, and several areas have yet to be effectively 

mapped within it. Since smaller organizations are still doubtful about their potential as 

attack targets, they see little point in adopting the framework where they think that 
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there is little or no risk of occurrence (GAO, 2018). Even so, there are a few gaps in 

this framework, and it is still improving (Alsinawi, 2018). According to the Zero Trust 

concept, businesses should not trust any outside or internal connections to their 

systems but should instead verify anything that tries to connect (Pratt, 2018). When 

developing apps, processes, or data handling methods, many businesses, regardless of 

their various areas, rarely consider the necessity for isolation. The traditional perimeter 

is dissolving in today's fast-paced digital era. As it is a data and identity-centric 

paradigm, zero trust assists businesses in overcoming a variety of security difficulties 

(Kindervag, 2016). Zero Trust Security protects any enterprise from the inside out, but 

it will cost a lot of money and demand a high level of cybersecurity maturity to deploy. 

Along with the aforementioned, there are a plethora of other cybersecurity standards, 

principles, and frameworks that, when effectively implemented, not only reduce cyber-

attack risks but also take an enterprise towards good cyber security maturity. The 

survey will discuss a few of the earlier studies that identified several challenges that 

SMEs have while implementing information security standards like CC, SSE-CMM, 

and ISO/IEC 27001. The problems found could make it difficult for SMEs to execute 

a robust security policy to protect their data and online services. The security objectives 

of IT goods or system operational settings are more important to CC (Bialas, 2011). 

While CC can be quite beneficial for analyzing the security of IT goods, the studies 

point out that the method is time-consuming. Due to the dynamic nature of business, 

enterprises do not have time to develop the CC's protection profile, wait for vendors to 

prepare their goal for the evaluation, and then ask a testing laboratory to accredit the 

product. As a result of the same, the CC's overall procedure is lengthy, costly, and 

inconvenient for enterprises. SSE-CMM is divided into two sections: System Security 

Engineering (SSE) and Capability Maturity Model (CMM). SSE-CMM is made up of 
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eleven process areas, each of which is mapped to one of five CMM levels. Initial, 

repeatable, defined, managed, and optimized are the five maturity levels. The 

organization adopts IT reactively at first, which means there is no prior preparation. If 

a business follows a pattern for completing operations connected to managing IT 

governance without a well-defined or formal approach, it is termed repeatable or 

maturity level 2. When an organization has formal written standard operating 

procedures that are followed by all stakeholders throughout the business, it is 

considered to be at maturity level 3. An organization is deemed level 4 or at the 

management level if it has quantitative measures or various indicators that help 

measure particular objectives of every application in IT. An organization is considered 

optimal or at level 5 if it has embraced IT governance best practices (Kurniawan, 

2018). According to the findings, SSE-CMM does not describe specific processes. 

Instead, it provides suggestions that can be used regardless of the procedures that are 

carried out. As a result, the new modified version of the standard, which combines e-

Business processes with security engineering activities, may be useful for evaluating 

the maturity of security practices in e-Business firms. Also, the ISO/IEC 27001 

standard permits enterprises to design their information security management systems, 

but it does not specify any technique or method for doing so (ISMS). On the other 

hand, few enterprises are discouraged by this because they lack security expertise and 

the ability to construct an ISMS (Alqatawna, 2019). When the survey tried to highlight 

current cybersecurity standards or framework references to what they serve to 

enterprises, some of them appeared as shown in Figure 2.1.  It has several cybersecurity 

controls which need to be satisfied to qualify for a particular standard or framework, 

which might not be relevant to the business domain that the enterprise is working in. 
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Figure 2.1 
Existing Standards or Framework 

 

 

2.1.1 Core Cybersecurity Concepts 
 

For more than four decades, the CIA triad has always been a vital contributor 

to successful security designs. It's hardly surprising that it will hold its value in the 

long run. 
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Figure 2.2 
CIA Triad 

 

The CIA triad can yet satisfy other criteria of sociotechnical security literature. 

Authenticity, Non-repudiation, Responsibility, Personal Integrity, and Ethicality, for 

example, can all be satisfied by Integrity in the CIA triad. Integrity and availability are 

used to ensure that the specification is correct. Confidentiality and integrity are the 

foundations of trust. Identity management can also be accomplished by all three 

members of the CIA triad. Classic security models such as the Bell-LaPadula, Biba, 

and Clarke Wilson Security Model have had a strong presence for the past 50 years. 

The Bell-LaPadula security model focuses on maintaining confidentiality, whereas the 

Biba model focuses on increasing integrity, and the Clarke Wilson Security Model is 

a more advanced model that aids in maintaining integrity in a well-formed transaction. 

The CIA triad serves as the foundation for all of these concepts (Samonas and Coss, 

2014). Without the CIA triad, none of the security models can be constructed. By 

applying the CIA at both the organizational and individual levels, information security 
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issues can be reduced. Individuals are in charge of the organization's human layer of 

DiD as well as its strategic information security posture should be strengthened for 

information security (Yee, 2021). From top to bottom, the same can be true for every 

company's cybersecurity deployment. Furthermore, any organization that tries to 

satisfy one of the CIA triad's elements will naturally contribute to at least a small part 

of the other two – as seen in the Venn diagram of Figure 2.2. The CIA triad can still 

satisfy other criteria of sociotechnical security literature. Authenticity, Non-

repudiation, Responsibility, Personal Integrity, and Ethicality, for example, can all be 

satisfied by Integrity in the CIA triad. Integrity and availability are used to ensure that 

the specification is correct. Confidentiality and integrity are the foundations of trust. 

Identity management can also be accomplished by all three members of the CIA triad. 

Classic security models such as the Bell-LaPadula, Biba, and Clarke Wilson Security 

Model have had a strong presence for the past 50 years. The Bell-LaPadula security 

model focuses on maintaining confidentiality, whereas the Biba model focuses on 

increasing integrity, and the Clarke Wilson Security Model is a more advanced model 

that aids in maintaining integrity in a well-formed transaction. The CIA triad serves as 

the foundation for all of these concepts (Samonas and Coss, 2014). Without the CIA 

triad, none of the security models can be constructed. By applying the CIA at both the 

organizational and individual levels, information security issues can be reduced. 

Individuals are in charge of the organization's human layer of DiD as well as its 

strategic information security posture should be strengthened for information security 

(Yee, 2021). From top to bottom, the same can be true for every company's 

cybersecurity deployment. Furthermore, any organization that tries to satisfy one of 

the CIA triad's elements will naturally contribute to at least a small part of the other 

two – as seen in the Venn diagram of Figure 2.2. 
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Figure 2.3 
CIA Triad Coverage 

If confidentiality lags, it will be harmful due to "disclosure." If Integrity lags, it 

will increase the possibility of "alteration," and if Availability is neglected, it will add 

to "destruction" (Stajano, 2002). Security goals can be mapped against confidentiality, 

integrity, and availability for any asset (Kure, 2019). As displayed in Figure 2.3, the 

CIA Triad can be mapped to additional important tenets of cybersecurity such as 

authenticity, correct specifications, ethicality, identity management, people’s integrity, 

non-repudiation, responsibility, and trust. This diagram also shares a little more 

information with an example for each additional tenant. Even more, such tenets can be 

mapped to this cybersecurity core concept (Samonas, 2014; Vegh, 2015; Nguyen, 
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2021; Trentesaux, 2021; Hamlen, 2011; Khan, 2020; Aldini, 2002; Hathaway, 2012; 

de Oliveira Albuquerque, 2016). 

 
Figure 2.4 
Different Layers considered in Defense in Depth Concept 
 
 

Defense in Depth (DiD) is a concept developed by the National Security 

Agency (NSA) of the United States. It was initially more useful for military strategy, 

which is why it is sometimes referred to as a "castle" approach. It establishes principles 

and best practices for safeguarding assets like physical infrastructure, processes, and 

IT systems in the areas of people, operations, and technology. Later on, this conceptual 

model was adopted by a variety of businesses, including the layered approach to 

cybersecurity. DiD, also known as the "Security in Depth" strategy in the digital era, 

refers to a holistic protective approach for cybersecurity deployment on many levels, 

as shown in Figure 2.4. These are the levels at which data or information might be in 

various stages, such as data at rest, data in transit, or data in use. Each layer's goal is 



 
 

16 

to improve an organization's security by decreasing vulnerabilities that could lead to 

cyber threats. It lowers the likelihood of a successful cyber-attack (Paloma, 2008). If 

a cybercriminal succeeds in breaching the security of one layer, it will make unethical 

behaviors more difficult as breaching the next layer will be a new problem, and so on. 

As seen in Figure 2.5, the MCA is at the heart of all security levels. The definition of 

mission-critical for any company may vary depending on the assets it has in 

cyberspace. Different forms of vulnerabilities and threats play a big role in deciding 

whether or not to keep a key asset (May, 2006; Kure, 2019). Data Layer Security can 

be strengthened by encrypting important information in the database and taking regular 

backups of the critical database. Endpoints include laptops, desktop computers, 

servers, and even mobile phones. Endpoint protection software and network-level 

devices should be used to protect them. To improve Application Layer Security, it 

must have been built from the ground up utilizing optimal security coding techniques. 

Unauthorized access to an organization’s network should be avoided to safeguard 

network security. Physical and digital perimeter security should both be secured with 

adequate measures to prevent the greatest number of threats. Humans are always seen 

as the weakest link in successful cyber-attacks, whether it's due to insider threats or a 

lack of security knowledge. Employees or other stakeholders can make or break any 

technology or process the enterprise has successfully implemented. As a result, the 

security layer that motivates individuals to decrease risks is critical (GOZTEPE, 2014). 

Cybersecurity is more of a socio-technical issue, with social essentials being people 

linked with the enterprise (Haastrecht, 2021). 
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Figure 2.5 
Defense in Depth (DiD) Approach 

Industry 4.0 has brought a revolution in manufacturing enterprises through 

increased implementation of IoT and cloud computing. In Industry 4.0, the factory 

perimeter includes manufacturing (production), logistics, supervision, R & D, living 

area, external physical, and external virtual. It further considers business impacts due 

to cybersecurity threats filtered by risk areas contributed by loss of confidentiality, 

integrity, or availability. The denial of service kind of cyber-attacks impacts the 

availability, causing loss of production time, violation of commercial agreements with 

customers, quality degradation of work parts, and service theft. Sabotage of the critical 
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infrastructure of the factory's machines or components damages the machines on shop 

floors, degrades the quality of products, violates commercial agreements with clients 

of products, and also violates standards and regulations in the field of safety. Theft of 

industrial secrets or cyber-espionage can hamper confidentiality. It can reduce the 

competitive advantage of the enterprise. It also damages the reputation or image of the 

enterprise in the market. It can be even worse, as it can contribute to the violation of 

commercial agreements with the industrial partners of data (MULLET, 2021). 

Any SME should have certain cybersecurity controls to strengthen people, 

processes, and technology areas. Any security framework or standard is incomplete if 

it fails to address the maximum issues in these three. The minimum cybersecurity 

controls for SMEs should provide at least some level of possible protection at each 

layer shown in Figure 2.5. It will help in defense-in-depth, but the survey will propose 

that instead of having all layers prioritized at the start, any SME should have the first 

level of layers prioritized, followed by increased coverage of layers with time. 

 

2.1.2 Business Domain-Specific Mission Critical Asset 

No cybersecurity framework or standard can guarantee that any organization 

will be 100 percent cyber secure after its implementation, but they will always try to 

keep cyber threat risk to a minimum (Florakis, 2020). For any asset, security objectives 

can be mapped against confidentiality, integrity, and availability. For example, the 

power distribution system has various critical assets, which include different software, 

SCADA, hardware, etc. Within the SCADA system, its subcategories such as ICS, 

HMI computers, RTU, PLC, industrial software applications, and Windows OS require 

high integrity and availability. The workstation and substation ethernet devices of 

SCADA need high availability rather than integrity and confidentiality. Production 
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ICS networks and ICS specifications need high confidentiality and availability. 

SCADA database software requires high confidentiality, high integrity, and high 

availability. In correlation with the CIA and its dependent factors, the SCADA system 

can be considered the most critical asset in the power distribution system (Kure, 2019). 

It should be remembered as a fact that practically any cybersecurity risk is never 

“zero”. If any SME can identify their Business Domain-Specific Mission Critical 

Assets (BDSMCAs), it will be the first successful step toward the resolution of the 

challenges they are facing. For any service-oriented business model such as an e-

commerce platform, availability is very important, followed by the integrity of 

information through activities such as electronic payments (Gehling, 2005). 

Ramakrishnan (2010) considers confidentiality one of the most crucial elements in the 

BFSI domain. In the digital world, BDSMCA is mostly crucial data, information, or 

important systems handling it. It differs for each SME, mostly based on its business 

domain. The asset which has the maximum value, the highest risks, and a major impact 

on the SME’s core business can be treated as BDSMCA. For example, BDSMCA in 

the industry that deals with healthcare can be Electronic Medical Record (EMR) 

software; in the BSFI industry, it will be a net-banking transaction or financial records 

kind of web portal; in the E-Commerce sector, it will be shopping web and mobile app 

online presence; for the innovative manufacturing industry, product design ideas, 

methodology, and research material might be more valuable assets than anything else, 

and so on. Most of the time, mission-critical assets are information-related. There have 

been a few studies recently on "Information Assets" areas, and improving their 

effective management in different environments and systems can be managed mostly 

through cybersecurity awareness among human beings working in or for an enterprise 

(Evans,2020). 
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On the other hand, it is important to consider top management’s inputs while 

deciding on the prioritization of the CIA as it might differ from the business point of 

view. If an e-commerce domain enterprise has been listed on the stock market, if 

confidentiality or integrity is lost in any information security breaches, it will lead to 

damage to reputation and even legal suits. From a business management perspective, 

availability might not be the highest priority in this case (Das, 2012). 

Also, if possible, enterprises can consider CIA-related control implementation 

as well for BDSMCA. 

 

2.1.3 Changing Priorities of CIA Triad based on Business Domain 

Further, during a closer look at each SME’s domain – it will be apparent that 

each domain has at least one key asset on which its existence depends. On the 

evaluating asset area reference to a particular domain of SME, it will be observed that 

each one of those has different priorities on the CIA Triad, which is changing the 

reference to the most damage they should be afraid of in their domain.  

Each domain will have different priorities based on the demand and importance 

of a particular aspect. This aspect can be mapped to either all from people, processes, 

or technology. In other words, it will explain the need for either physical, logical, or 

administrative controls. Also, it will point towards specific expectations of 

confidentiality, integrity, or availability.  

Refer to Appendix C, where the second part of the research interviewed top 

management of SMEs from the different business domains, to understand their 

business prioritized BDCA and prioritization of CIA. Figure 2.7 shows all the inputs 

gathered from various business domains. Figure 2.6 which is a subset of Figure 2.7, 

shows the manufacturing domain-related inputs received during these interviews. The 
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BDCAs for this domain are Design Drawings, Innovative Technology Design, Own 

Chipset, and Technical Knowledge, as demonstrated.  

According to top management, the most crucial factor for these BDCAs is 

secrecy, followed by honesty and availability. Similarly, the Robot, Medicine 

Formulae, Software Technology Server, and Supply Chain Network algorithms are 

some of the other BDCAs, with senior management prioritizing integrity over 

confidentiality and availability. SME's top management, automated machinery, and 

tools were all BDCA in a few manufacturing areas. In addition, BDCA availability 

was deemed the most important factor, followed by secrecy and integrity. Quality 

control, line operation, and software of detector tolerance range were also mentioned 

as BDCA for this domain's top management. In addition, the highest priority for the 

same was integrity, followed by availability and confidentiality. 
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Figure 2.6 
BDSMCA & CIA Prioritization in Manufacturing Domain 
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Figure 2.7 
BDSMCA & CIA Prioritization for various Business Domains 

 
Let’s take an example of three domains of SME as shown in Table 2.1. 

 
Table 2.1 
Business Domain Prioritization of CIA Triad 
 

SME’s Domain 

Business Domain-
Specific Mission 
Critical Asset 
(BDSMCA) 

Prioritized Risk Level causing biggest 
loss by damage to CIA Triad  
(1 = first top most priority) 
  
Confidentiality Integrity Availability 

BSFI 
Financial 
Transaction Web 
Portal 

1 2 3 

E-commerce Online Sales Web 
Portal 3 2 1 

Pharmaceutical 

Pharmaceutical 
Drug 
Manufacturing 
Process 

3 1 2 

Here I take into consideration three different domains along with the key asset 

on which an SME is executing its business. As shown in the table of examples, if it 

considers SMEs from the BSFI domain, the important asset may be financial 

transactions and related stuff on their net banking kind of portal. Here, the highest 

priority for them will be confidentiality as compared to integrity and availability (AL-

ALAWI, 2020). Continuing more in this area, if confidentiality is hampered, this kind 

of SME will have a serious impact on their customer, their reputation, and so on. If a 

transaction facility is unavailable for an extended period, this is preferable to losing 

confidentiality. In BSFI, if confidentiality is not maintained, it will provide a window 

for alteration of transactions impacting the integrity of the same. 

Similarly, for the e-commerce domain or such kinds of SMEs, the enterprise 

will be more concerned about availability, followed by priority fulfilment for 
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confidentiality and integrity. In previous research, it is evident that the criticality of 

this domain is centered on accessing the applications and network (Sutton, 2008). This 

domain has more focus on providing consumers with what they want and whenever 

they want (Guynes, 2011). Other than specific compliance needs, if one sees the 

broader picture, then this domain is not more concerned about the damage they can 

cause by disclosure or alteration. For example, in the case of the pharmaceutical 

industry, for medicine manufacturing purposes, different minerals, animal-derived 

materials, and botanicals are processed, considering very critical parameters. A few 

decades ago, these processes were manual or human-driven, but with the industrial 

revolution, they are now automated. The operations such as milling, blending, 

crushing, pressing into the desired pill shape, and packaging at a high volume level 

with the highest quality parameters are expected. Any change in a parameter may be 

life-threatening for consumers. The manufacturing of pharma products demands high 

integrity (Arden, 2021). For pharmaceutical SMEs, integrity might be more important 

than confidentiality and availability if one compares areas of the CIA Triad in the 

broader sense. It is because the information on drugs or other products is very sensitive. 

Such sensitive information should be captured and kept away from alteration by 

unauthorized entities. 

 

2.1.4 Cybersecurity Control Types 

There are three major categories of cybersecurity controls: physical, 

technical/logical, and administrative controls. Each category has many different 

controls, each with a specific purpose towards satisfying either or multiple purposes 

of prevention, detection, deterrence, recovery, and correction (Kim, 2011). For defense 

in depth of selected layers wherever there is relevance, SMEs need to map minimum 
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cybersecurity controls to get a satisfactory level, lowering the risk. To fulfil the 

prioritized area of the CIA Triad, SMEs must map maximum controls and functions to 

the same. They can even find overlap of controls in a few functions, which will help 

them to achieve multiple objectives in one control implementation. 
 
Table 2.2 
Few Cybersecurity Control Key Categorization 

  Control Types 

  PREVENTIVE DETECTIVE DETERRENT RECOVERY CORRECTIVE 

C
on

tro
l I

m
pl

em
en

ta
tio

n 
M

et
ho

d  

PH
Y

SI
C

A
L  

(S
tru

ct
ur

e 
us

ed
 to

 p
re

ve
nt

/d
et

er
 

un
au

th
or

iz
ed

 a
cc

es
s)

 

Construction planning 
for the site, Fences, 
Gates, Locks, Lighting, 
Fire prevention 
mechanisms (gas 
suppression, wet pipe, 
dry pipe, pre-action, 

etc.), Alarm systems 
(thermal, motion-based, 

etc.), Electronic 
emanation, Security 
Guards, Guard Dogs, 
Media Storage Security 
like Safe, Bulletproof 
and laminated 
Windows, Turnstiles, 
Mantrap, Physical 
security awareness, and 
training, warning signs 

Lighting, 
Alarm 
systems, 
Guard Dogs, 
Broken 
Glass, 
Tamper 
Seals, 
Fingerprints, 
Physical 
Inventory 
Count, 
Receipts, 
Vouchers 

CCTV,  
Surveillance 
Camera, 
Security 
Guards, 
Guard Dogs 

Disaster 
Recovery 

Site 

Repair Physical 
Damage,  
Re-issue 
Access Cards, 
Hot-warm-cold 
sites for 
Disaster 
Recovery, 
Heater and AC, 
Humidity 
Control 
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Encryption, System 
certification process, 
Endpoint Protection, 
Data backups, Virus 
scanners, Email 
Security, Firewall, IPS / 
IDPS, MFA solution, 
Antivirus software, 
Security Information, 
And Event Management 
(SIEM) 

Intrusion 
Detection 
Prevention 
Systems 
(IDPS) 
Logs, High-
availability 
systems 
detection 
(HA failure 
detection), 
Verification 
of digital 
signatures, 
Biometrics 

for 
identificatio
n, network 
sensors, 
diagnostic 
utilities, 
forensics, 
Honeypots 
Analysis, 
CCTV, and 
surveillance 
camera 

A proxy 
server that 
redirects a 
user to a 
warning 
page when a 

user 
attempts to 
access a 
restricted 

site 

System 
Restoration

,  
Backups 

for 
Application
/Database 
Recovery,  
Server 
clustering, 
Rebooting,  

Key 
escrow, 
Insurance,  
Redundant 
equipment,  
Fault-
tolerant 
systems,  
Failovers 

Patch a System, 
Terminate a 
Process, Reboot 
a System, 
Quarantine a 
Virus, Data 
Restoration 
from Backups, 
File Repair 
Utilities, High-
availability 
systems 
detection (HA 
failure 
detection), 
Redundant 
Network 
Routing, Server 
Images 

A
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Employee 
Hiring/Termination 
policies, Job 
Description, Business 
Contracts, Service Level 
Agreements (SLA), 
Laws & Regulations, 
Risk Management, 
Acceptable User Policy 
(AUP), Project 
Management, System 
Documentation, 
Training and 
Awareness, Disaster 
preparedness and 
recovery plans, 
Separation of Duties, 
Data Classification, 
Escort and Visitor 
Control, Fixing open 
security issues identified 
in Cybersecurity audits  

Review 
Access 
Rights, 
System 
Logs, 
Unauthorize
d Changes, 
Physical 
Inventory 
Checks, 
Cybersecurit
y Audits, 
Mandatory 
Vacations, 
Exception 
Reporting, 
Control 

Self-
Assessment, 

Oral 
Testimony, 

Risk 
Assessment, 
run-to-run 
totals, check 
numbers 

A strict 
security 
policy 
stating 
severe 
consequence

s for 
employees if 
it is violated 

Contingenc
y Plans (ref 
to BCP),  
Drills 

Business 
Continuity 
Plan, Disaster 
Recovery Plan, 
Incident 
Response Plan, 
Fixing open 
security issues 
identified in 
Cybersecurity 
audits, 
Termination 
Procedures, 
Outsourcing, 
Insourcing, 
Implementing 
recommendatio
ns of prior 
audits, lessons 
learned, 
property and 
casualty 
insurance 
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For example, nowadays, endpoint protection software has built-in anti-virus, 

anti-spyware, anti-ransomware, data loss prevention, device control, full disc 

encryption, etc. It can meet the requirement for multiple technical controls to prevent 

a wide range of risks. If an SME is doing vulnerability assessment and penetration 

testing (VAPT) as a detective control to identify open issues in its assets, followed by 

fixation of those open issues, it will help in detective, preventive, and corrective 

functions. SMEs need to invest in minimum physical, logical/technical, and 

administrative controls to safeguard the prioritized area of CIA Triad for maximum 

risk coverage of BDSMCA. Table 2.2 lists a few of the key security control types. 

Preventive controls aid in the prevention of cyber threat problems; detective controls 

aid in the detection of problems or malicious activities; and corrective controls aid in 

the repair of detected irregulates or issues (Cannon, 2016). Deterrent controls avoid 

small threats by discouraging attackers with their visible presence in the system, 

whereas recovery controls help to get back to normal after an incident (Harris, 2016). 
 

2.1.5 Fail-Safe and Fail-Secure: Unavoidable Consideration for Cybersecurity 

Controls' Implementation 
 

Along with cybersecurity, human safety is the most important thing, which 

cannot be ignored in any case. In the improved cybersecurity standards, 

implementation of controls is done taking into consideration the “Fail-Safe” and “Fail-

Secure” concepts. The term "fail-safe" encourages avoiding any scenario where any 

human being’s life or property is not in danger when it fails. (Siewert,2019). For 

example, a server room where all important data is stored – always has the best 

physical controls like access controls implemented for doors. With proper access 

control or the process of allowing a specific authorized person in and out, these doors 
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are increasing physical perimeter cybersecurity levels. Say, if that server room catches 

fire by any accident or other possible valid reason, the fail-safe concept will unlock the 

doors of that room to ensure quick escape for any person working inside it and allow 

firefighters to get inside the room to save other lives. In such cases, the fail-secure 

takes second place because the fail-safe must take precedence. Also, IoT devices play 

an important role in many SMEs, where they contribute more to safety and security 

(Riahi, 2014). There are multiple technical ways of designing security layers that can 

help in making sure that fail-secure will be auto-triggered during situations like this 

without impacting fail-safe. Cyber resilience thinking helps in designing systems to 

fail safely. Hence, many countries embed resilience thinking as a national-level 

cybersecurity strategy. In studies conducted in the Asia Pacific, SME owners appeared 

to be vulnerable groups in the national cybersecurity strategies of countries like 

Australia, Japan, New Zealand, the Philippines, Singapore, and South Korea 

(Thinyane, 2020). 

 

2.1.6 Governance, Risk Management, and Compliance Requirements 

At any level of implementation of controls for mission-critical assets, the 

minimum possible governance, risk management, and compliance (GRC) should be 

deployed to make cybersecurity perfect. For IT governance, ISO 38500 or COBIT are 

widely used (Brandis, 2019). COBIT focuses on generic processes for IT governance 

and IT management. It has five processes related to governance under the domains of 

Evaluate, Direct, and Monitor (EDM). COBIT has thirteen Align, Plan, and Organize 

(APO) processes, ten Build, Acquire, and Implement (BAI) processes, six other 

Deliver, Service, and Support (DSS) processes, and three Monitor, Evaluate, and 

Assess (MEA) processes for IT management (Devos, 2015). Governance is the unique 
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stream of management in any organization. ISO 38500 provides a clear difference 

between those; it applies to all kinds and all sizes of organizations. Good governance 

assures all stakeholders of the enterprise about the standard being followed by it. It 

also guides the top management. ISO 38500 provides six principles that focus on a 

clear understanding of responsibilities for IT; planning of IT; acquiring IT validity; 

ensuring IT performs well; ensuring IT conforms with formal rules; and ensuring IT 

use respects human factors (Feltus, 2012). For BDSMCA, governance will provide the 

overall system of rules, practices, and standards that will be a guide for SMEs. 

Risk management will be the process of identifying potential threats to the 

BDSMCA of SMEs and taking steps to reduce or eliminate them. The different threat 

agents who can harm cybersecurity can be broadly categorized into human threat 

agents, technological threat agents, and environmental threat agents. To provide a 

solution to risk by different threat agents, the risk management process has different 

methodologies and steps based on the approach it (Meszaros, 2017). There are various 

methods for risk assessment in IT operations (OPS), and each one has different 

approaches, benefits, and lagging areas. NIST, FAIR, IT-Grundshutz, OCTAVE, 

IRAM, EBIOS, RISK WATCH, MEHARI, MAGERIT, CRAMM, Methods NBU, and 

Methods Korchenko are a few basic methods used for risk assessment. The NIST is a 

heuristic approach that provides maximum details of the information assets and is 

helpful for a wide range of enterprise sizes. But this risk analysis requires a long time 

and a few features of its lagging automation. FAIR is based on a probability approach 

and is suitable for large enterprises, providing comprehensive analysis. IT. Grundshutz 

is a heuristic approach that is costly and demands lots of knowledge of its process. 

Being flexible, it can be used for any organization or any type of asset. OCTAVE is 

suitable for SMEs and it is fast to implement. On the negative side, it lags in 



 
 

31 

automation. Instead of being technology-specific, this heuristic approach is focused on 

operational risks and security practices. IRAM is an informative, approach-based risk 

method that is easy to implement. The high cost of licenses and their tight coupling to 

existing information assets makes it difficult. The EBIOS method uses an informative 

approach where it is suitable for many users, making it useful only for government or 

commercial organizations. Risk watch is an informative approach method that gives 

flexibility and high efficiency with ease of use. It has costly licenses and only focuses 

on the software and technical levels. MEHARI is a heuristic approach that provides an 

analysis of formulas and parameters. It is only applicable to ISO-based systems. 

Magerit is a heuristic approach-based method of quantifying with systematic analysis. 

It gives results based on data that is dependent on human factors. CRAMM is a 

probability-based method that provides detailed information about risk exposures. It 

again has costly licenses and has the limitation of only working for existing 

information assets. Methods: NBU uses an informative risk-based approach and 

provides a detailed analysis of resources. It is only designed for the specific Ukrainian 

banking system. Methods Korchenko is again an informative approach, which not only 

describes application feature principles but also allows for expanding feature space to 

describe new classes. It is not providing coverage for financial losses from sales of 

threats. (P, 2018). With continuous improvement, the OCTAVE Allegro method was 

introduced in June 2007. OCTAVE Allegro is different as compared to previous 

versions of it, as it primarily focuses on information security. It has eight steps. In the 

first step, it establishes risk measurement criteria. In the second step, it develops an 

information asset profile. The third step is focused on identifying information asset 

containers. The fourth step is used to identify areas of concern. The fifth step identifies 

threat scenarios. The next step identifies risks. In the seventh step, an analysis of risks 
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is done. Finally, in the last step, which is the eighth step, the selection of a mitigation 

approach is considered (Caralli, 2007; Ralston, 2007). SCADA and DCS are 

considered CIs in Industrial Automation, where HHM, FTA, FMEA, PRA, attack 

trees, and vulnerability trees are risk assessment techniques that can be used for those 

(Ralston, 2007). Recent research also demonstrates new ways in which digital threat-

based cybersecurity risk assessment is possible for SMEs. Such an assessment is 

designed with data models and data sources in mind, with cyber threats at the forefront 

(Haastrecht, 2021). Even enterprises can use simple methods to calculate cybersecurity 

risk, then use risk matrixes or risk scores. Any enterprise leader or its top management 

knows their business priorities and risks. They can prepare simple methods with a scale 

to show a measurable improvement (Hubbard, 2012). 

From the compliance perspective, enterprises and cybersecurity teams must be 

aware of different laws and regulations that are relevant to them. In the United States, 

FISMA forces agencies within the federal government to develop, document, and 

implement a holistic cybersecurity program for those with whom HIPAA has 

established compliance by protecting medical information through privacy and 

security rules. FERPA, which is a federal law that protects the education records of 

students, There are generally big penalties associated with compliance requirements, 

so they cannot be ignored at all (Harris, 2019). In Europe, GDPR has brought a change 

in protecting data privacy, which refers to information that can identify a person. It 

applies to all organizations in Europe and organizations dealing with PII data of 

European people around the globe. Many times, SMEs are late in implementing certain 

compliances like GDPR due to a lack of proper knowledge (Freitas, 2018). 

Compliance will be the set of processes and procedures that an SME should have in 



 
 

33 

place to make certain that it is meeting all legal and regulatory requirements (Asnar, 

2011). 
 

2.1.7 Cybersecurity Controls Implementation by either Self, Cloud, or Vendor 

SME’s BDSMCA can be partially or fully managed and hosted within SME’s 

premise, or it can be on the cloud or outsourced to an external vendor. This will have 

an impact on the efforts required to achieve the required cybersecurity control 

implementation. Many times, enterprises have very good cybersecurity controls in 

place, but due to the lack of cybersecurity implementation of connected entities to their 

environments, which are in less control, they face cyber threats. Also, if an SME has 

its infrastructure on a physical premise, the cloud, or is not needed due to outsourcing, 

that should be considered while designing cybersecurity controls. It does not mean that 

risk is reduced for SMEs; it simply means that risk should be properly maintained at a 

low level in any case. To become more efficient and productive, many SMEs are 

becoming attracted to adopting ICT. As SMEs generally have a shortage of financial 

resources required for ICT, an alternate solution for them is cloud computing. It 

provides a cost-effective solution for achieving their goals (Tan, 2009). SMEs should 

not ignore cloud security, where components of the cloud such as OS, web server, 

applications, VM, VM monitor, host, etc. need to be protected (Hong, 2019). In 

CSCRM, each entity must be cyber secure. If a vendor is developing software for an 

SME, that software's source code security audit must be done before it is accepted as 

part of the enterprise’s business. Information security and other relevant audits of 

vendors are essential while SMEs are dealing with external relationships (Boyson, 

2014). Sometimes business partners of SMEs can act as insiders, as they get access to 

crucial information or any similar asset of the enterprise (Oyebisi, 2020). 
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2.2 Related Work 

The growth of IoT devices and mobile devices in SME shops from the shop 

floor to the top floor is ongoing, making improvements in data exchange capabilities 

over the internet. The cyber-attack surface for businesses is growing as a result of the 

new digital era. Cybersecurity auditing approaches such as periodic penetration testing 

can assist SMEs in identifying open vulnerabilities and developing plans to address 

them. Recently Jibran Saleem et al. identified that ransomware, data breaches, phishing 

attacks, smart grid attacks, IoT attacks, and even state-sponsored attacks are becoming 

more common in SMEs (Saleem, 2017). According to studies performed by Nabila 

Amrin, malicious HTML emails, web server compromise, data loss on portable 

devices, employees' careless use of the internet, wi-fi, or publicly available networks, 

poor configuration management, insider threats, cyber-attacks exploiting open 

vulnerabilities, and a lack of contingency planning are some of the most common cyber 

threats that SMEs face. These attacks are carried out using compromised assets such 

as end-point operating systems, devices used to open emails, a website or its server, 

portable devices, databases at the organization, employee-owned devices within an 

organization, and an enterprise's entire network, IT infrastructure, and policies (Amrin, 

2014). As the outcome of the recent study for SMEs in Kenya by Eric Muhati, 

businesses face two key hurdles when it comes to implementing cybersecurity. One 

was a lack of sufficient funds, and another was a lack of leadership support for 

cybersecurity implementation, which could be because they have other business-

related issues that are a priority for them (Muhati, 2018). As per the recent survey of 

SMEs in the United Kingdom by Andrew Rae et al., roughly 73 percent had trouble 

accessing cybersecurity information to adapt. One-third of businesses did not consider 

cyber-attacks and data loss a significant risk (Rae, 2019). According to a recent Middle 
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East survey by Nadir Ahmed et al., approximately 56% of SMEs are aware of 

cybersecurity. In addition, the majority of SMEs have experienced one to five cyber-

attacks in the previous five years. Endpoint security solutions are used by 12.45 percent 

of SMEs, and firewalls are used by 10.2 percent of SMEs. It is clear that about half of 

SMEs are either going to utilize cloud computing solutions or are not interested in 

doing so (Ahmed, 2021). As per the recent study of SMEs in developing nations such 

as South Africa by Salah Kabanda et al., challenges to implementing cybersecurity in 

SMEs include a lack of management support owing to other company objectives, a 

low budget, and a lack of resources with technical skills and cybersecurity tools 

(Kabanda, 2018). 

According to the existing data, the expense of implementing well-known 

cybersecurity frameworks, the time it takes to apply them, and a lack of sufficient 

guidelines or security knowledge to understand the roadmap to becoming a cyber-

secure organization appear to be major roadblocks for SMEs. Another issue to note is 

that no framework offers a starting point or implementation stages for SMEs to decide 

on early cybersecurity policies. Furthermore, none of the standards or frameworks are 

intended to provide appropriate cybersecurity safeguards for SMEs' business domain-

specific assets. Every SME has different specialized goals, and “what should be 

safeguarded from cyber-threats” varies depending on those aims. Existing standards 

or frameworks aren't focused enough on SMEs' business goals or specific domain 

demands. This research aims to identify the key issues that SMEs face when it comes 

to implementing cybersecurity safeguards. It will also strive to come up with a new 

cybersecurity framework design that will break down the deployment of cybersecurity 

controls into a step-by-step process while maintaining the business goals of the SME’s 

domains at the forefront of the recommended solution. 
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2.3 Summary 

There is tremendous cybersecurity-related knowledge of core concepts, research, 

and discussions available now. This information will be useful in identifying gaps and 

making recommendations in the following sections. 
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CHAPTER III:  

METHODOLOGY 

3.1 Overview of the Research Problem 

It is evident through various statistics and existing literature that SMEs are 

building blocks of the global economy and those are undergoing damage because of 

various cyber threats. There are already well-established cybersecurity standards for 

enterprises across the world, but “why” SMEs are facing cyber threats is the biggest 

question. Looking at the criticality of the global need for the SME segment, researchers 

decided to gather input from SMEs through a well-designed research survey to 

understand their current state and the problems they are facing concerning 

cybersecurity controls.  

In the third quarter of the year 2021, the research survey was conducted among 

SME segments focusing on different key business domains. Even though the 

cybersecurity posture of an organization is very crucial, 115 SMEs voluntarily 

participated in this survey. 

This research was designed for understanding adopted cybersecurity standards 

or frameworks, the level of cybersecurity controls implementation, what kind of cyber 

threat experience they have undergone and further trying to understand what is 

stopping SMEs to implement cybersecurity controls to safeguard their enterprise and 

mission-critical assets. 

 

3.2 Operationalization of Theoretical Constructs 

Although there are different methodologies to proceed with research, initially 

it chose the quantitative method, which is a research survey. The suitable participants 

for this survey were chosen as top management, c-level executives, directors, and 
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similar as it has few insights about the internal cybersecurity posture of the enterprise. 

All the inputs collected from SMEs will be analyzed to understand the gaps present in 

the existing implementation of overall cybersecurity controls or even the gaps in 

existing cybersecurity standards or frameworks to satisfactorily fulfil required 

cybersecurity posture needs. Once gaps are found, the new recommended solution will 

be designed to bridge them. For research studies, a few hundred SMEs were 

approached from July 2021 to September 2021. Out of those, only 115 SMEs shared 

valuable inputs in this survey as information about cybersecurity implementation has 

been a very sensitive and crucial area of any enterprise. Later, to give proper 

recommendations to SMEs, it was again decided and chose the qualitative method, 

which is research interviews. The research's second part conducted interviews with 

109 top management of SMEs in different business domains. It helped us to understand 

their views on what their business priorities are and which assets they want to protect, 

with more reference to the same. 

 

3.3 Research Purpose and Questions 

The sole goal of this study is to obtain first-hand input from leaders of SMEs 

working in various disciplines and regions. This study isn't only about identifying holes; 

it's also about recommending a solution to help SMEs solve their problems while 

simultaneously enhancing their cybersecurity posture. 

Specific Aims: 

Ø To collect direct input from SMEs to understand current cybersecurity 

control implementation and listen to the problems faced by those 

enterprises, do the overall gap analysis of the cybersecurity posture within 

SMEs and risks associated with the same design a structured, recommended 
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solution that can be a new framework to address the resolution of the 

identified problems. 

 

Research Questions: 

Ø Does SME have any cybersecurity standards or frameworks adopted? 

Ø What kind of physical, logical (or technical), and administrative controls 

does SME have implemented? 

Ø How much effort do SMEs put towards cybersecurity awareness among 

employees?  

Ø What are the major cyber threats experienced by SMEs? 

Ø What is the biggest problem faced by SMEs while implementing 

cybersecurity controls? 

 

Hypothesis: 

Ø The study hypothesizes that there is a gap between expectations set by 

existing cybersecurity standards or frameworks, which are not in alignment 

with the requirements for the specific domain of an SME or the overall 

benefit for SMEs to relate to or invest in the same. 

 

3.4 Research Design 

This study uses a quantitative technique and a research survey to address the 

proposed questions. This research survey has to be created in a more engaging approach to 

get a few internal insights about SMEs' cybersecurity posture as well as the top problem 

areas they are encountering while planning or implementing cybersecurity policies. This 

will also allow the research study to be more diverse and look at multiple viewpoints of the 



 
 

40 

reality of cybersecurity adoption by SMEs, resulting in a better understanding of the issue 

under study. The research outcome will try to propose a recommended remedy for the 

highlighted concerns based on existing basic cybersecurity ideas. The main goal of this 

study is to figure out why SMEs are becoming more vulnerable to cyber threats, as well as 

to learn how SMEs feel about cybersecurity in general.  

In the research survey, participants who are SME leaders, mostly c-level executives 

such as CEO, CTO, CISOs, etc will be considered. The questions and their purposes in the 

research survey are listed below. 

 

Q1. How old are your Small and Medium Enterprises (SMEs)? 

Since how long the participant SME do exist in the market is going to penetrate 

more deep understanding of business maturity concerning the cybersecurity maturity, 

hence a question being asked to SME representatives to choose any of the options from - 

(a) Less than a year, (b) Between one to three years, (c) Between three to five years, (d) 

Between five to ten years, and, (e) More than ten years. 
 

Q2. Does your organization have any of the below standards or frameworks 

implemented? 

Many standards and frameworks are being adopted by organizations globally. To 

check which of those got adopted by participant SMEs, the survey provided the facility to 

choose multiple options among (a) ISO 27001, (b) NIST Cybersecurity Framework (CSF), 

(c) PCI DSS, (d) HIPAA, (e) FINRA, (f) GDPR, and (g) Other. The survey kept the 

flexibility to share the input in the textbox by choosing the “Other” option if SMEs are 

using any other framework or standard which is not present in the options provided in 

optional answers to this question. 
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Q3. Does your organization have security controls in place? 

Regardless of the answer to the above question Q2., the survey captured input to 

identify any security controls that SMEs have already implemented. For this question, the 

survey provided three options, which are: (a) Yes, (b) No, and (c) Maybe. 

 

Q4. If the answer to the above question Q3 is YES, please select PHYSICAL 

Security controls already in place. 

Even though it is sensitive information for SMEs to disclose which physical 

controls have been implemented in their organization, the survey asked the participant 

SMEs to choose any or multiple answer options among the following: (a) Fences, (b) Gates, 

(c) Guards, (d) Security badges, (e) Access cards, (f) Biometric access controls, (g) 

Security lighting, (h) CCTVs, (i) Surveillance cameras, (j) Motion sensors, (k) Fire 

suppression, (l) Environmental controls like HVAC and humidity controls, and, (m) Other. 

Survey has asked participants to add "NA" in the answer textbox, choosing the option 

"other" if the participant SME has no physical controls in place. If they had any physical 

security control which is not listed in the options provided in the answer, they could choose 

the answer option "other" and be asked to add their physical control or list of such kinds of 

controls in the answer textbox. 

 

Q5. If the answer to the above question Q3 is YES, please select TECHNICAL 

Security controls already in place 

Even though it is sensitive information for SMEs to disclose which technical 

controls have been implemented in their organization, the survey asked the participant 

SMEs to choose any or multiple answer options among the following: (a) Security Policies, 



 
 

42 

(b) Security Procedures, (c) Security Guidelines, and (d) Other. Survey has asked 

participants to add "NA" in the answer textbox, choosing the option "other" if the 

participant SME has no technical controls in place. If they had any technical security 

control which is not listed in the options provided in the answer, they could choose the 

answer option "other" and be asked to add their technical or logical control or list of such 

kinds of controls in the answer textbox. 

 

Q6. If the answer to the above question Q3 is YES, please select 

ADMINISTRATIVE controls already in place 

Even though it is sensitive information for SMEs to disclose which administrative 

control has been implemented in their organization, the survey asked the participant SMEs 

to choose any or multiple answer options among the - (a) Security Policies, (b) Security 

Procedures, (c) Security Guidelines, and, (d) Other. The survey has asked participants to 

add "NA" in the answer textbox, choosing the option "other" if the participant SME has no 

administrative controls in place. If they had any administrative security control which is 

not listed in the options provided in the answer, they could choose the answer option 

"other" and be asked to add their administrative control or list of controls in the answer 

textbox. 

 

Q7. How frequently is Security awareness training conducted for employees? 

Training in security awareness for employees helps organizations in many ways to 

be cyber secure. Hence, the survey checked it with this question having one of these options 

to be chosen as an answer- (a) Never, (b) Once a Year, (c) Once Every Six Months, (d) 

Once Every Three Months, (e) Monthly, and (f) Once Every Month. To capture any other 
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input related to security training that might not be present in the options survey provided 

in the answer, an option with “other” has a textbox for input from SME participants. 

 

Q8. Which are the biggest problems you are facing while implementing or 

deciding/planning to implement Cybersecurity Controls for your organization? 

To hear from SMEs about what is the biggest problem they are facing in terms of 

cybersecurity implementation, the survey tried to capture their inputs in any or multiple 

options to be chosen as answers among (a) Cost Involved in Implementing Cybersecurity 

Controls, (b) Not Sure Which Cybersecurity Controls to Implement, (c) Lack of resources 

to implement and maintain, (d) Other business priorities are more important, (e) Not 

finding a roadmap to invest in cybersecurity control implementation, (f) Available 

cybersecurity standards or frameworks need big investment, and, (g) Other. To capture any 

other problem an SME wants to share but is not present in the options survey provided in 

the answer, an option with “Other” has a textbox for input from SME participants. 

 

Q9. Has your organization undergone any cyber-attack? 

To understand the seriousness of the cyber attack issues, the survey tried to listen 

to SME participants about if they had faced any cyber-attacks since they started their 

enterprise business journey. For this question, the survey provided three options, which 

are: (a) Yes, (b) No, and (c) Maybe. 

 

Q10. Which kind of cyber-attack did your organization face? 

In continuation of question Q9, the survey attempted to determine which cyber 

attack SMEs faced by providing answer options in which they could select any or all of 

the following: (a) Insider Threats, (b) Ransomware, (c) Malware Attacks, (d) Web 
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Attacks, (e) Phishing Attacks, (f) Man-in-the-middle (MITM) Attack, (g) Denial-of-

Service (DoS) Attack, and (h) Other. To capture any other cyber-attack that SMEs face 

but is not present in the options survey provided in the answer, an option with “Other” 

has a textbox for input from SME participants. 

 

Q11. As an SME, what is your expectation from security standards or 

framework? 

To listen to the SME participants, the survey asked an open question to understand 

their expectations of cybersecurity standards or frameworks. The research will discuss 

more of what was witnessed in the SME segment in the upcoming sections. 

 

3.5 Population and Sample 

These research participants were chosen from diverse business domains such as 

Banking, Financial Services and Insurance (BFSI), E-commerce, IT industry, Logistics, 

Manufacturing, SAAS, Telecommunication, Education, FMCG, Hospitality, Insurance, 

Media, Pharmaceuticals, and a few other domains. The other domains were cold storage & 

warehousing, consulting, distribution of primary packaging materials, executive coaching, 

hospitality, legal and accounting services, manpower supply (human resources), maritime, 

marketing consultant, oil industry, renewable energy, exports, and travel platform. Using 

this research methodology to try to understand insights into existing cybersecurity posture, 

information about cyber threats SMEs have undergone, and such few sensitive internal 

information, there will be a more likely reluctance to participate by top management such 

as C-Level Executives, Directors, etc. 

Table 3.1 shows the sample size selected for this research and the actual 

response received from the participant SMEs. While research approached a total of 
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350 top management SMEs, only 115 volunteered to participate in these research 

studies. 
 
Table 3.1 
Sample Selection and Actual Response 
 

SME’s Domain Sample Size 
 
Actual Response 

Banking, Financial Services, and Insurance (BFSI) 20 11 
E-commerce 20 6 
IT industry 50 38 
Logistics 20 4 
Manufacturing 20 8 
SAAS 20 5 
Telecommunication 20 4 
Education 20 3 
FMCG 20 4 
Hospitality 20 4 
Insurance 20 4 
Media 20 5 
Pharmaceutical 20 2 
Other 60 17 

Total 350 
 

 
115 

 

As shown in figure 3.1, the maximum responses were received from IT industry 

participants, followed by BFSI, E-Commerce, and manufacturing enterprises. 
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Figure 3.1 
Sample Selection and Actual Response 
 

3.6 Participant Selection 

SME's top management, who are involved in decisions, execution, and other areas 

of cybersecurity, were approached to capture correct inputs. Many of the directors, owners, 

c-level executives (such as CEO, CISO, CTO, etc.), business unit (BU) heads, etc., working 

in SMEs are considered the right and authorized participants to share the valuable inputs 

for this research. 

Also, participant SMEs were carefully chosen to gather input from different 

business domains. 

 

3.7 Instrumentation 

The top management of SMEs communicated via social media messaging like 

LinkedIn messages, mobile device text messages, emails, etc. Questions and respective 

answer options were designed in a digital format. The data inputs were digitally recorded 
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for better studies. In the latter part, the research interviews were conducted by phone and 

voice calls. 

 

3.8 Data Collection Procedures 

The survey was designed in such a way that participants could complete it for a 

maximum of 15 to 20 minutes. The format of questions and answers was kept simple and 

easy for the participants. Whatever was not applicable or if the participant wanted to share 

other inputs which were not part of the options provided in the answer, an additional 

textbox was provided as part of such an answer list for capturing their valuable inputs. Data 

is collected once the participant submits the form. Later, it was extracted in the form of a 

tabular format for further analysis and study. Similarly, research interview data was 

captured as notes. 

 

3.9 Data Analysis 

For data analysis, Microsoft Excel, as well as the Power BI tool, were used. The 

data captured in digital format will be pulled, and then using the mentioned tools, will try 

to create pivot tables or datasets required for the study of a particular question’s response. 

I converted it into a graphical format for ease of understanding. Depending on years of 

existence and many such criteria, I tried to create multiple sub-datasets to prepare a low-

level understanding of the valuable inputs from participants. 

 

3.9 Research Design Limitations 

This research design was for the understanding of internal cybersecurity posture 

and problems, and as it was sensitive information, most of the top management declined to 
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participate. Even though I approached around a few hundred prospective participants, only 

115 participants agreed to share their valuable inputs for this research.  

This research is carried out only for SMEs, not for any other enterprises. Also, as 

the target participants of this research were mostly c-level executives, directors, and 

owners, it was difficult to get their valuable time for the proper input. 

 

3.9 Conclusion 

To conclude this chapter, research would like to throw light again on the 

existing literature, which explains many cyber threats to SMEs. This research got an 

opportunity to gather input from top management of various SMEs through a well-

designed research survey to understand their current state and the problems they are 

facing concerning cybersecurity controls. Even though the cybersecurity posture of an 

organization is very crucial, 115 SMEs voluntarily participated in this survey. Also, 

during the solution design, 109 top management of SMEs participated in the research 

interviews to share direct inputs. 
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CHAPTER IV:  

RESULTS 

 

4.1 Age of Small and Medium Enterprises (SMEs) 

The results from the survey of SMEs from different domains have been very 

helpful in understanding good and pain areas as it pertains to cybersecurity 

implementation for them. 

 

 
 

Figure 4.1 
Age of SME participated in Survey 

The majority of SMEs with more than ten years in business (around 40 percent), 

as shown in Figure 4.1, voluntarily participated in this important survey. In addition to 

that age group, more than 18% of SMEs aged 5 to 10 years old took part. 

Approximately 20% of SMEs had an execution period of one to three years. 

Approximately 12% of SMEs have been in operation for three to five years. Less than 

10% of the SMEs that took part in the survey had been in operation for less than a year. 

 

4.2 Current State of Implemented Standards or Framework in SMEs 
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Figure 4.2 
Security Standards / Frameworks Implemented in SMEs 

Figure 4.2 shows that approximately 49 percent of SMEs lack cybersecurity 

standards or frameworks, leaving them vulnerable to cyber threats. There must be 

issues that are preventing them from adopting those. Only 23% of SMEs have 

implemented ISO 27001, 10% have implemented GDPR, and 8% have accepted the 

NIST Cybersecurity Framework (CSF). 

 

 
Figure 4.3 
Security Standards / Frameworks Implemented in SMEs having existence between 5 to 10 
years 
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Figure 4.4 
Security Standards / Frameworks Implemented in SMEs having more than 10 years of 
existence 

Figure 4.3 shows that more than 32% of SMEs between the ages of 5 and 10 do 

not have any cybersecurity standards or procedures in place. Furthermore, 56 percent 

of SMEs with an average age of more than ten years lack security, according to Figure 

4.4. 

It also indicates there is something that is stopping SMEs from adopting the 

available cybersecurity standards or frameworks, which should be revealed. 

 

4.3 Current State of Security Controls in SMEs 

 
Figure 4.5 
Any Security Controls Implementation for SME 
 

Even if a company hasn't adopted any existing cybersecurity standards or 

frameworks, there's a good probability they've established some form of security 

measures. As previously said, nearly half of SMEs said they don't have any kind of 
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standard or framework in place during the survey, and only a handful more said they 

have any form of cybersecurity measures in place on their own. Figure 4.5 shows that 

roughly 56 percent of SMEs have implemented security controls, either on their own 

or as part of the standard or framework they have embraced. 

It shows that many SMEs are not even aware of the cybersecurity controls and 

their implementation. Also, around 28% of the SMEs do not have any cybersecurity 

controls implemented. 

 

4.4 Current State of Physical Security Controls in SMEs 

 
 
Figure 4.6 
State of Physical Security Controls Implementation among SMEs 
 

Figure 4.6 shows that more than 20% of SMEs with some cybersecurity 

measures do not have any physical controls in place. 
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Figure 4.7 
Physical Security Controls Implementation among SMEs 
 

Figure 4.7 shows that more than 7% of SMEs lack any mechanism that could 

be classified as physical controls. The most popular physical controls, according to my 

research, were CCTVs, physical gates, and access cards. 

 

4.5 Current State of Technical Security Controls in SMEs 
 

 
Figure 4.8 
State of Technical Security Controls Implementation among SMEs 
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Furthermore, as shown in figure 4.8, 20% of SMEs with some cybersecurity 

measures in place have no technical controls in place. 
 

 
Figure 4.9 
Technical Security Controls Implementation among SMEs 
 

Figure 4.9 shows that more than 7% of SMEs do not have any technical or 

logical controls. Antivirus software and a firewall were also found to be the most 

preferred technological measures.  

 

4.6 Current State of Administrative Security Controls in SMEs 

 
Figure 4.10 
State of Administrative Security Controls Implementation among SMEs 
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Figure 4.11 
Administrator Security Controls Implementation among SMEs 
 

Figure 4.10 shows that more than 30% of the SMEs who claimed to have 

minimal controls in place do not have any administrative controls. According to Figure 

4.11, more than 20% of SMEs do not have any security policies, processes, or 

guidelines in place as administrative controls. Furthermore, while a large percentage 

of SMEs have security policies in place, security procedures and standards are not up 

to par. 

4.7 Frequency of Security Awareness Training for Employees in SMEs 

 
Figure 4.12 
Frequency Security Awareness Training for Employees in SME 
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Figure 4.13 
Frequency Security Awareness Training for Employees in SMEs having Existence 
between 5 to 10 years 

 
 

 
Figure 4.14 
Frequency Security Awareness Training for Employees in SMEs has Existence for more 
than 10 years 

 
 

Figures 4.12, 4.13, and 4.14 show that roughly 34 percent of all SME's have never 

provided security awareness training to their employees. 37% of SMEs with more than ten 

years in business and 38% of SMEs with five to ten years in business said they had never 

received such training. 

 

4.8 The biggest problems faced by SMEs while implementing or 

deciding/planning to implement Cybersecurity Controls 
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Figure 4.15 
The biggest problems faced by SMEs while implementing or deciding/planning to 
implement Cybersecurity Controls  

When being asked about problems faced during cybersecurity implementation, 

SMEs believe they have financial difficulty, a lack of resources, and other essential 

business priorities when it comes to implementing and maintaining cybersecurity, as shown 

in Figure 4.15. 

 

4.9 Experience of Cyber-Attacks Faced by SMEs 

 

 

 
Figure 4.16 
Cyber threats faced by SMEs 
 

Figure 4.16 shows that malware assaults, phishing attacks, insider threats, web 

attacks, and ransomware are the top five areas of worry for SMEs who have experienced 
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cyber-attacks. Apart from this, a few SMEs identified DoS and MITM assaults as the least 

dangerous cyber-threats. 

 

4.10 Expectations of Security Standard or Framework from SMEs 

During the survey's summary, I received input about expectations of security 

standards or frameworks for their business. Several SMEs asked if they needed simple 

steps to implement toward cybersecurity adoption, citing their concerns about security, 

safety, and avoiding data theft, among other things. 

 

4.11 Triangulation of the Results 

A technique for improving the validity and trustworthiness of research findings is 

triangulation. While validity is concerned with how precisely a study represents or 

evaluates the notions or concepts being explored, credibility relates to how trustworthy 

and convincing a study is. Triangulation can assist in ensuring that basic biases brought 

on by the use of a single method or a single observer are addressed by combining 

theories, methods, or observers in a research study. To provide readers with a more 

complete explanation, triangulation also makes an effort to examine and describe 

complex human behaviour in a variety of ways. This method, which may be applied to 

both quantitative and qualitative studies, allows for the validation of data (Noble and 

Heale, 2019). 

As shown in figure 4.17, triangulation offers a choice of datasets to explain 

various elements of an interesting phenomenon, which might enhance research. It also 

aids in debunking cases where a dataset invalidates an assumption made using data from 

another. When one set of findings supports another set, it might help confirm a 

hypothesis. Triangulation, in the end, can assist in explaining a study's findings. The idea 
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that approaches yielding the same outcomes increase the confidence in the research 

findings is at the heart of triangulation. It helps to validate the hypothesis. 

 

 
Figure 4.17 
Triangulation of the Results 
 

4.12 Data Analysis on Survey Data 

I have done some statistical analysis on the survey data, which was gathered from 

different audiences working in different types of industries. The data was gathered through 
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a survey to understand the current scenarios of SME's, how they are functioning, and what 

types of security protocols are being followed. The survey data shows the different 

attributes gathered from the individuals like core of the industry, age of the SME, what 

type of standards or framework is implemented, whether the SME is having security 

controls placed, and if there are any security controls, then what type of security controls 

and how many controls they have. In addition to that, I have verified if there are any 

technical and administrative controls have been placed or not. The data also shows us the 

frequency of security awareness training conducted for employees in the company. Lastly, 

I have gathered some information on what types of problems are being faced while 

planning or implementing cybersecurity controls. Then I asked whether the company has 

suffered any cyberattacks or not, and if a cyberattack is happening, then what type of 

cyberattack has happened. 

I conducted exploratory data analysis on this data in order to gain some insights 

into the data and determine what types of inferences can be drawn from it. I conducted 

exploratory data analysis on this data in order to gain some insights into the data and 

determine what types of inferences can be drawn from it. Hence, I have started with some 

basic data analysis. I have seen that there are a lot of SMEs that are older than 10 years and 

have taken part in the survey. Figure 4.18 shows the data distribution. Hence, I have started 

with some basic data analysis. I have seen that there are a lot of SMEs that are older than 

10 years and have taken part in the survey. Figure 4.18 shows the data distribution. 
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Figure 4.18 
Data Distribution : Age of participant SMEs 

 

The people who took part in the research survey were industry working 

professionals, and most of them were directors, owners, or C-level executives. Figure 4.19 

shows the data distribution of the different roles. 
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Figure 4.19 
Data Distribution : Participant’s Role in SME 

It is very important to understand what frameworks or standards a particular SME has 

implemented, as this will give a better understanding of security controls in the 

organization. If SME's have standards or frameworks, they must have better security 

control implementation. Figure 4.20 shows the data distribution of available standards or 

frameworks implemented in the SMEs. It can be seen that most of the SME’s are having 

ISO 27001 cybersecurity frameworks implemented, and most of those don’t have any 

frameworks or any standards implemented. 

 

 
Figure 4.20 
Data Distribution : Standards or Frameworks adopted by SME 

The data distribution in Figure 4.21 shows us the basic idea of how many companies are 

actually using cybersecurity controls. According to the statistics shown below, I can infer 

that there are a lot of companies using cybersecurity controls, but most of these companies 

are not using security controls or are not fully aware of the same. 
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Figure 4.21 
Data Distribution : Security Controls Implementation by SME 

 

I gathered labelled data based on the conditions to see if their companies have undergone 

any cyberattacks because I need to identify if a particular company will undergo a 

cyberattack based on some conditions, such as the number of security controls 

implemented at them and the type of security controls implemented. The following data 

distribution in figure 4.22 shows if a SME has undergone a cyberattack and how many 

SMEs have not faced it. I can see that there are many SMEs who have not faced any 

cyberattacks, and there are a few who have faced cyberattacks or are not even aware of 

whether they have faced any such cyber attacks. According to this analysis, I can infer 

that there is an imbalance between the two classes. 
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Figure 4.22 
Data Distribution : Cyber Attacks on SME 

During the analysis of cybersecurity controls, there are different controls in an 

organization, like physical security controls, technical security controls, and administrative 

controls. To protect structures and the equipment inside, physical security controls are 

used. In other words, they allow authorised visitors or entities but restrict those who are 

unauthorized. Even while an organization’s network and other cybersecurity controls are 

crucial, physical security threats and breaches must be avoided in order to protect the 

organization’s technology, data, and any employee with access to the facility. 

Organizations or facilities are vulnerable to theft, vandalism, fraud, and other physical 

security risks if SME don't have related controls in place. The data distribution in figure 

4.23 shows that the different physical controls used in SMEs and the top most are CCTV’s, 

gates, access cards, biometric access, access controls, and surveillance cameras, which are 

the basic and most used security controls used. 
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Figure 4.23 
Data Distribution : Physical Controls by SME 

 

A system is protected from cyberattack by the hardware and software components of 

technical controls. Firewalls, intrusion detection systems (IDS), encryption, and 

identification and authentication methods are a few examples of such technical controls. 

Technical controls' hardware and software components work together to protect a system 

from cyberattacks. The data distribution in figure 4.24 shows the top most commonly used 

technical security controls used in companies. By analysis of the data distribution, I can 

see that antivirus software, firewalls, and authentication solutions are the most popular 

security solutions. 

 

 
Figure 4.24 
Data Distribution : Technical Controls by SME 
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Administrative controls specify the human elements of security. It includes all levels of 

employees within an organisation and determines who has access to what information and 

resources using methods like relevant education and knowledge, strategies for hiring and 

firing staff, recovery and disaster readiness plans, personnel accounting and registration. 

The data distribution in figure 4.25 shows that security policies and security guidelines are 

the most commonly used security controls in an organization. 

 

 
Figure 4.25 
Data Distribution : Administrative Controls by SME 

 

Different cyber attacks affect organizations' critical resources, and there are different cyber 

attacks because of which the resources get affected. While predicting if a SME has 

undergone any cyber attack, I also need to analyse what type of cyberattack can happen. 

By visualising the data distribution in figure 4.26, I can infer that malware attacks, phishing 

attacks, and insider threats contribute to the most common attacks. 
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Figure 4.26 
Data Distribution : Types of Cyber Attacks Faced by SME 

I have used the survey data to predict if a company will undergo a cyberattack or 

not. As a result, I used various features, such as the age of SMEs, the types of different 

cybersecurity controls used by SMEs, and whether or not they use security controls. My 

hypothesis states that if an SME is using security controls, then there is a high chance that 

it will not undergo a cyber attack. There will be a possibility of avoiding any cyberattack 

based on the security controls and measures undertaken. 

To support my hypothesis, I have built a classification algorithm to predict if a 

SME will undergo a cyber attack or not. Here, 0 means “May Be”, 1 means "No", and 2 

means “Yes”. Hence, according to the classification report, I can infer that there is a high 

accuracy that a company will not undergo a cyber attack and there is a lower chance that 

it will undergo a security attack. Figure 4.27 shows us the classification report of the 

Classification Algorithm. 
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Figure 4.27 Classification Report of the Classification Algorithm 

 

4.13 Summary 

As a result of the foregoing findings of the study survey, it is clear that more than 

half of SMEs are completely behind in terms of cybersecurity posture implementation. 

Furthermore, SMEs with limited cybersecurity controls are still unable to protect people, 

processes, and technology sectors from cyber threats as a whole. In the next chapter, 

research will go through what it has seen in the SME category in greater detail. 
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CHAPTER V:  

DISCUSSION 

5.1 Discussion of Results 

For SMEs, implementing cybersecurity controls should be a well-structured 

process that contributes to their company's domain-specific demands. If cybersecurity 

measures have a tangible advantage in the business domain, they will attract more SMEs 

and persuade them to invest in their implementation. Many times, top cybersecurity 

standards or frameworks force businesses to implement a comprehensive set of controls, 

many of which aren't relevant to their industry. Each business domain has its own set of 

vital assets that the company relies on to execute its operations.  

Also, as shown in triangulation figure 5.1, I have shared the link between the 

themes, correlations, and literature discussions. It will be further discussed in sections 5.3 

and 5.4. 

 
Figure 5.1 
Linking the themes, correlations, and literature discussions 

This chapter will go into the specifics of the research findings, as well as a review 

of the existing literature and a suggested conceptual framework. 
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5.2 Discussion of Research Questions 

The valuable inputs from participant SMEs in this section referring to the questions 

of the research survey will be discussed in the following subsections. 

 

5.2.1 Age of Small and Medium Enterprises (SMEs) 

It was noteworthy that nearly two-thirds of the participants experienced SMEs. 

It demonstrates that SMEs with a longer history were more eager to give more 

information and discuss the issues they must have encountered along the way. Also, in 

the coming responses to the research questions, one will observe the value of the inputs 

sharing the lag in the implementation of the overall cybersecurity posture of the SMEs. 

 

5.2.2 Current State of Implemented Standards or Frameworks in SMEs 

There are several mature cybersecurity standards and frameworks that are already 

leading the market in terms of cybersecurity control implementations. If such measures are 

not in place, it simply signifies that the organization lacks an organized defense against 

cyber attacks. If cybercriminals can take advantage of this major weakness inherent in 

particular SMEs, it can result in financial loss or even damage their reputation in the 

market, lowering their total brand value. More than 50% of SMEs do not have any kind of 

cybersecurity framework or standards adopted, which is a big risk. 

 

5.2.3 Current State of Security Controls in SMEs 

Regardless of the response to question Q2, the survey gathered information to see 

if SMEs have already implemented any security controls. The survey supplied three options 

for this question: (a) Yes, (b) No, and (c) Maybe. It wanted to check if SMEs had adopted 

a particular standard or framework without actual implementation of cybersecurity controls 
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for the same. More than 55% of SMEs have implemented security controls, either 

independently or as part of the standard or framework that they have adopted. More than 

10% of SMEs were unsure whether their organization had any cybersecurity controls in 

place. It shows a lack of skills for understanding cybersecurity controls. The remaining 

SMEs did not have any cybersecurity controls in place. This means that 45 percent of SMEs 

are at risk of cybercrime. 

 

5.2.4 Current State of Physical Security Controls in SMEs 

Physical security controls are security measures that are implemented in 

physical structures to prevent or dissuade unauthorized entities from accessing a 

company's valuable assets. Physical security is crucial because, despite its low 

probability, it often results in significant damage. Natural disasters, supply system 

concerns, politically motivated crises, and even man-made problems can all obstruct 

it. Floods, earthquakes, storms or tornadoes, fires, and other natural disasters are 

beyond human control. Unauthorized access, explosions, vandalism, fraud, and other 

man-made hazards are frequently totally or partially insider threats. Supply systems 

can produce challenges such as power outages or communication disruptions. Even 

deadly, politically motivated crises such as strikes, riots, civil disobedience, and 

terrorist attacks can compromise physical security. Gates, biometrics, motion alarm 

systems, thermal alarm systems, closed-circuit surveillance cameras, security guards, 

security dogs, picture ID, and other physical security controls are examples. Lack of 

physical controls will contribute to weaknesses that can be used by hackers to gain 

access to internal assets of the organization, such as IT systems and critical data. 

 

5.2.5 Current State of Technical Security Controls in SMEs 
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Technical or logical controls are used to ensure the security of information or 

important data throughout the physical structure and via the organization's network. 

They employ technology as the basis for regulating access or use. The most commonly 

used technical controls include network authentication, antivirus software, file 

integrity auditing software, encryption mechanisms, smart cards, and access control 

lists (also known as ACLs). If technical control's implementation is improper, any 

cyber-criminal or unauthorized user may access important data, IT devices, and 

applications. 

 

5.2.6 Current State of Administrative Security Controls in SMEs 

Security policies assist the company in defining a set of broad concepts, whilst 

standards are utilized to establish minimum requirements for achieving the goal. The 

simplest criteria for determining eligibility for security clearance is locking down the 

operating system of an employee's laptop or desktop when he or she is absent. 

Guidelines are suggested best practices that are not required to be followed in their 

current form but that assist employees or other stakeholders in the business in 

following the rules in various instances. Procedures are steps defined in clear and 

logical language that take into account legal requirements to adopt policies that will be 

applied in the company. This makes it easier for stakeholders or employees to do the 

task safely. Security controls that define well-defined processes, procedures, and 

required guidelines for driving all stakeholders of the organization come under 

administrative controls. People's involvement is required to succeed in the 

implementation of overall cybersecurity for any organization, and security controls 

that define well-defined processes, procedures, and required guidelines for driving all 

stakeholders of the organization come under administrative controls. This type of 
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control includes disaster preparedness, disaster recovery plans, employee recruiting 

through resignation, separation of roles, and many more areas. Some of the most 

significant administrative controls are training and awareness. Administrative controls 

also supply crucial plans to assist businesses. Any firm must have an Incident 

Response (IR) plan in place to respond to a cyber threat and avoid the negative effects 

of a successful cyber-attack (Naseer, 2021). SMEs must capture such incidences in a 

suitable format, followed by an issue report outlining the detailed cause identification 

and a roadmap for problem resolution. Generally, administrative controls control the 

behavior or change the way of working of the people of the organization. As human 

beings are considered the weakest link to carry out any cyber-attack, these controls are 

very important to get implemented. 

 

5.2.7 Frequency of Security Awareness Training for Employees in SMEs 

Cybercriminals invest a lot of time and effort into developing more complex 

assaults on an organization's essential assets, and it becomes clear over time that the most 

vulnerable link for them is its employees or stakeholders. Even if a small business invests 

in the best technical tools and processes, it still requires human leadership. The largest 

hazard to the SME is if those working within or for it are circumventing cybersecurity 

measures in any way. Therefore, employees in any SME will play a critical part in the 

effective implementation of cybersecurity; therefore, having security policies and 

associated areas is insufficient; instead, instilling the importance of cybersecurity in each 

employee's behavior and actions is more critical (Li, 2021). As a result, cybersecurity 

awareness training that emphasizes the importance of the subject is necessary. SME risks 

are reduced by more cybersecurity awareness training each year. Even firms must have a 

policy requiring new workers to complete security awareness training and be aware of the 
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organization's environment and assets before being granted access. When SMEs' staff are 

well-involved and given cybersecurity awareness training, they become the first line of 

defense against cyberattacks (Ponsard, 2019). As explained in earlier sections, human 

beings are the weakest link in carrying out any cyber-attack. Cybersecurity awareness 

training for employees and other stakeholders is the most important tool to equip them with 

skills and knowledge to avoid being a victim of cyber-attack tricks. 

 

5.2.8 The biggest problems faced by SMEs while implementing or 

deciding/planning to implement Cybersecurity Controls 

The first step in every journey is always more important than the rest. Cybersecurity 

is a broad topic for any business, and evolving umbrellas of relevant controls can assist 

them. It also necessitates a large budget as an investment and a large number of resources 

to be achieved. The majority of cybersecurity standards work on the basis that enterprises 

either implement them entirely or don't. No levelled method can provide investors with 

confidence. Looking at these top three issues, it's clear that SMEs don't believe investing 

in cybersecurity would help them achieve their business objectives. Lack of knowledge, 

inability to identify a path to invest step by step in cybersecurity control implementation 

and available cybersecurity standards or frameworks are all challenges that prevent them 

from moving forward with the implementation of existing cybersecurity controls. In 

particular, the time necessary to establish total cybersecurity safeguards is cited by SMEs 

as the last issue. 

 

5.2.9 Experience of Cyber-Attacks Faced by SMEs 

Malware attacks are cyber-attacks that are carried out with the help of malicious 

software. Malware includes ordinary computer viruses, worms, trojans, adware, 
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malvertising, and other spyware, to name a few. Technical safeguards are less effective 

against phishing attempts because emails can overcome firewalls, two-factor 

authentication, and other security measures. Furthermore, restricting a few processes that 

are open to receiving emails from the general public, such as the human resource 

management team receiving resumes from job hopefuls, is challenging. To avoid such 

cyber-attack techniques, all users of any organization must have a higher level of 

cybersecurity awareness (source: Hong, 2012). Insiders, who might be employees, vendors 

linked with the firm, or even stakeholders, can frequently obtain access to critical assets in 

the environment. Such a person is frequently involved in cybercriminal operations directed 

against that organization. Insider risks are becoming increasingly prevalent in recent cyber-

attacks. Individuals working for businesses must follow well-established cybersecurity 

policies as this threat is exhibited by human behavior, in which an individual or group 

begins by ignoring, manipulating, neglecting, or committing malevolent acts without 

adhering to those policies (Greitzer, 2011). Devices owned by the organization, such as 

laptops or desktops, can have appropriate restrictions installed, but devices owned by 

workers, stakeholders, vendors, guests, or even visitors, such as smartphones, desktops, or 

laptops, require a "Bring Your Own Device (BYOD)" policy. Tools that use these privately 

owned devices can pose a danger to small businesses. The BYOD strategy also aids in the 

reduction of insider threats (Baillette, 2018). Nowadays, employees who are either 

enterprise staff or borrowed from vendors do not have a lifelong contract with any 

enterprise. Any company's internal knowledge is critical information. It's also true that 

these stakeholders can't contribute to the company if they don't have enough information. 

It's crucial for knowledge management's cybersecurity. Enterprises must strike a balance 

between the degree of freedom and security safeguards when it comes to knowledge 

management. Regular training, motivation, recognition, the enterprise attitude toward 
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employees, specific methods to minimize the disclosure of enterprise knowledge to 

external organizations, and proper treatment for any process infraction are all critical 

(Popescul, 2011). Web applications and their security have become increasingly important 

since many firms have transitioned to a cloud-based environment. Cybercriminals use web 

attacks to gain access to, disrupt, or leak information flow that is essential to an 

organization's survival. One of the major technical areas that should be highlighted in 

relevant rules implemented by the organization is basic vulnerabilities such as the 

implementation of authentication and authorization utilizing user credentials flow. During 

security awareness training, basic cyber hygiene recommendations such as selecting 

complicated passwords, using multiple passwords for different online apps, and so on 

should be enforced (Bang, 2012). As a result, web platforms hold information about 

employees and consumers, and data leaking has several ramifications, such as being used 

in phishing attempts or requiring a ransom to avoid being exposed on black sites. Many 

SMEs contributed vital information on the cyber-attacks they are facing. Nowadays, 

hackers target an organization's servers to obtain a copy of data before encrypting the entire 

server's data. Later, they demand a ransom to prevent the data they have on them from 

being leaked and/or to obtain a decryption key to restore the server's data to its original 

state. A few hackers try to overload the target organization's network, rendering it 

inaccessible to authorized users, which is known as a denial-of-service attack. A Man-In-

The-Middle attack on data in transit occurs when cybercriminals can read and/or change 

information flow references to any organization at a separate location. 
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Figure 5.2 
Cyber threats landscape faced by SME 

Figure 5.2 shows that malware attacks, phishing assaults, insider threats, web 

attacks, and ransomware are the top five areas of worry for SMEs who have been victims 

of cyber-attacks. Malware, phishing, ransomware, online attacks, and man-in-the-middle 

attacks can all be stopped with appropriate technical controls, but cybersecurity awareness 

training can also help to reduce the risk of falling victim to phishing attempts. Insider 

dangers can be reduced by strong rules, relevant technology controls, and physical controls. 

Policies, rules, and procedures acting as administrative controls can improve the 

effectiveness of technical or physical controls, forming a solid cybersecurity wall that 

protects an organization's important assets. Figure 18 depicts these points graphically, 

showing a few critical areas that are responsible for cyber-attacks that SMEs are most 

vulnerable to. IoT systems are transforming the way data is collected in the digital world 

today. Beginning with deeply embedded devices that can be injected into the human body 

to record inputs for data mining, IIoT in the smart factory is confronted with advanced 

technology and cybersecurity difficulties (Abbasi, 2019; Chen, 2018). IIoT or IoT-based 

devices are more vulnerable to data security concerns. If the integrity or availability of 
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essential systems is dependent on such devices playing a significant part in workplace 

safety or life support equipment. It has the potential to endanger human life or destroy 

physical assets (Boye, 2018). SCADA systems, which are a combination of hardware and 

software, assist modern businesses in controlling different industrial operations at multiple 

locations. It also aids in the monitoring, collection, and processing of real-time data by 

interacting with various IoT devices, such as pumps, valves, motors, and sensors. It has a 

significant function to play, and it also interacts with HMI software. Using its logging 

mechanism to record events is also beneficial to the industry. SCADA systems are built on 

the architecture of PLCs and/or RTUs. If the SCADA system is unavailable for even a short 

period, it will have a significant impact on the entire organization. As a result, the first 

critical issue to examine is the availability of SCADA (Papa, 2011). Insider attacks, 

backdoors, social engineering, conventional operating systems on which it runs, numerous 

access points, multiple failure points, less changing legacy systems, protocols used for 

communication, weaknesses in OT, and so on are all areas where SCADA systems can be 

exposed to cyber-attacks (Nazir, 2017). Data at rest, access control, user privacy, query 

privacy, query computation integrity, collaborative query execution, SLA, auditing, multi-

tenancy, virtualization, and other security challenges are all too frequent in cloud systems. 

These are growing difficulties for both businesses and cloud providers (Samarati, 2016). 
 

5.2.10 Expectations of Security Standard or Framework from SMEs 

It was enlightening to learn about the present state of cybersecurity control 

implementation and how it contributes to cyber risk exposure for SMEs, as well as the 

challenges they face when planning or implementing cybersecurity controls. 

 

5.3 Discussion of Hypothesis 
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During the research, it was found that SMEs are lagging in the implementation of 

physical, technical, and administrative controls. Also, there were gaps in the various 

important implementations within the organization such as frequent cybersecurity 

awareness training for employees. Also, research has shown that very few SMEs have 

adopted existing cybersecurity standards and frameworks. 

This study hypothesizes that the existing cybersecurity posture of the SME segment 

organizations is not in a good state due to various issues while considering cybersecurity 

implementation. 

 

5.3.1 Cybersecurity implementation is costly  

Implementing cybersecurity controls in accordance with existing leading 

standards or frameworks necessitates a significant financial and other resource 

investment. It is one of the biggest issues faced by SMEs. During an analysis study of 

the top issues faced by SMEs, it is evident that the top management of such enterprises 

is not able to relate or see the benefit towards the top goals of their business from the 

investment made in cybersecurity standards implementation. It is because each 

business domain is different and has a unique business-critical asset. If such a critical 

asset gets threatened, it may cause serious issues for the SME’s sustenance or growth. 

 

5.3.2 Cybersecurity implementation needs huge time 

During research analysis, it is also evident that many cybersecurity standards 

have a long list of cybersecurity controls that require a long time frame. Top 

management needs to invest in a long timeline to see actual implementation and its 

benefits. 
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5.3.3 Ease of implementation is missing 

All the available standards or frameworks are lagging behind to provide a 

starting point to start implementation of cybersecurity controls. Also, this long list of 

control implementation requirements requires lots of effort by skilled resources, which 

is difficult for SMEs. 

 

5.3.4 No road map towards maturity  

Existing cybersecurity standards or frameworks are not providing staged 

implementation of the controls. There is no roadmap or motivation for the top 

management of the SME to go ahead with the implementation of the various 

cybersecurity controls that will help their business goals. 

 

5.3.5 Hypothesis conclusion  

During the research studies, it was evident that there is a gap between 

expectations set by existing cybersecurity standards or frameworks, which are not in 

alignment with the requirements for the specific domain of SME or the overall benefit 

for SMEs to relate to or invest in the same. 

 

5.4 BDSLCCI Framework 

The Business Domain-Specific Least Cybersecurity Controls Implementation  

(BDSLCCI) will be based on the implementation of the least cybersecurity controls for 

mission-critical assets following DiD and CIA Triad priorities. It is divided into three 

steps that will lead to its successful implementation. The BDSLCCI framework 

implementation journey is broken down into seven steps, as indicated in Figure 5.3, 

which are further detailed in the following sections. 
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Figure 5.3 
Seven Steps of Business Domain-Specific Least Cybersecurity Controls Implementation 
(BDSLCCI) 

 

5.4.1 Identify Business Domain-Specific Mission-Critical Asset (BDSMCA) 
 

 
Figure 5.4 
Step 1 – Identify Business Domain-Specific Mission Critical Asset (BDSMCA) 

Business Domain-Specific Mission A Critical Cyberspace Asset (BDSMCCA) 

is any asset in an SME's cyberspace that will have the greatest negative impact on its 

business if damaged in any or all areas of the CIA. For an SME, BDSMCCA might be 

an information asset or other key asset with the greatest value and a direct or indirect 

tie to the company's main operation. If it is breached by cybercriminals, it may have a 

significant influence on the survival of SMEs. In general, fraudsters continue to 

analyze such assets to carry out sophisticated cyber-attacks for financial gain, 
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information leakage, acts for the benefit of competitors, and even cyber terrorism. In 

information security, the value of an information asset can be determined by taking 

into account the potential for loss due to the exploitation of confidentiality, integrity, 

and availability (Tatar, 2012). Even BDSMCCA can benefit from the same CIA areas. 

 
Figure 5.5 
Risk Matrix 
 

"An effect" is the direct or indirect monetary value that will be required to repair 

the loss in the respective CIA triad. SME can use quantitative or qualitative analysis 

approaches to identify risk assessments, which may differ domain-wise or based on 

the criticality of an asset or even the amount of such assets. For example, risk 

assessment methodologies for CIS, SCADA, and DCS, for example, will differ from 



 
 

83 

those for e-commerce websites (Patel, 2008). For ERP, E-commerce, or other key 

assets, a cybersecurity risk analysis model can even use fuzzy decision theory to 

evaluate each viable alternative in terms of related criteria, as well as fault tree analysis 

focused on safety and dependability (Henriques, 2018). 

Based on the organization's goals and objectives set by management, the risk is 

also defined by finding answers to four questions, which are: What could go wrong? 

(2) How likely is it to go wrong? (3) If it goes wrong, what is the impact on the 

organization? (4) What is the organization’s management opinion on it? (Wall, 2011). 

An assessment that considers the maximum value and maximum negative impact aids 

in determining how much damage a key asset can do. Following that, as illustrated in 

Figure 5.5, the chance of damage and degree of damage can be utilized to calculate a 

risk rating. BDSMCCA will be applied to critical assets with the highest risk rating 

number. 

SMEs must make a list of all valuable assets to locate the BDSMCCA among 

them. They can utilize a variety of approaches to link assets to essential business 

processes. 
 

 5.4.2 Assess Priority of CIA Triad for Business Domain-Specific Mission 

Critical Asset (BDSMCA) 
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Figure 5.6 
Step 2 - Assess Priority of CIA Triad for Business Domain-Specific Mission Critical Asset 
(BDSMCA) 

Once the SME has a clear understanding of one (or a few) BDSMCA, the next 

stage is to determine what the CIA Triad's cybersecurity priority should be. It will vary 

depending on the SME domain, as stated in the preceding sections. Even SMEs can 

choose numerous CIA Triad regions if the chosen BDSMCA has demand for it, as 

indicated in Table 5.1. 

 
Table 5.1 
CIA Mapping with BDSMCA 
Damage To Possible Cyber Threats Potential Risks to BDSMCA 

Confidentiality Which are cyber threats 
contributing to disclosure?   

List of number of risks if 
disclosure happens 

Integrity Which are cyber threats 
contributing to alteration?   

List of number of risks if 
alteration happens 

Availability 
Which are cyber threats 
contributing to 
destruction?   

List of number of risks if 
destruction happens 

 
 

 5.4.3 Implement Prioritized Cybersecurity Controls for Business Domain-

Specific Mission Critical Asset Security (BDSMCA) 

 
Figure 5.7 
Step 3 - Implement Prioritized Cybersecurity Controls for Business Domain-Specific 
Mission Critical Asset Security (BDSMCAS) 
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SME should begin planning how to continue with prioritized cybersecurity 

controls for BDSMCA as soon as possible, as it is a crown jewel for it. Aside from 

that, top management, along with all-important stakeholders' involvement, should be 

sketched out for a complete plan. Actions should be taken to ensure that selected 

specialist areas of security measures are implemented without flaws. 

 

 
Figure 5.8 
The flow of BDSMCA Implementation 

As shown in Figure 5.8, the top management of SMEs can be involved in 

prioritizing the BDSMCA as they know their domain and its criticality well. 
 
 

5.4.4 Calculate SME’s Business-Domain-Specific Mission Critical Asset 

Security (BDSMCAS) Level 
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Figure 5.9 
Step 4 - Calculate SME’s Business Domain-Specific Mission Critical Asset Security 
(BDSMCAS) Level 

 

In light of the preceding sections, SMEs must deploy BDSMCAS cybersecurity 

controls. Levels of least cybersecurity controls for SMEs can be calculated as Mission 

Critical Asset Security Levels based on increasing cybersecurity controls' adoption in 

incremental order in the CIA Triad (BDSMCAS Level). 

 
Table 5.2 
SME’s Business Domain-Specific Mission Critical Asset Security Level (BDSMCAS 
Level) 
Ref to Business Domain-Specific Mission 
Critical Asset, SME's Primary Focus On 

GRC 
Implemented 

BDSMCAS 
Level 

Either of Confidentiality, Integrity, or 
Availability 

YES 1 

Either of Confidentiality and Integrity,  
Integrity and Availability or  
Confidentiality and Availability 

YES 2 

All Confidentiality, Integrity & Availability YES 3 

According to Table 5.2, if only one part of the CIA Triad is implemented, it is 

BDSMCAS Level-1; if two aspects are implemented, it is BDSMCAS Level-2; and if 

all aspects are implemented, it is BDSMCAS Level-3. 
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5.4.5 Minimum Overall Cybersecurity Controls Implementation (MOCCI) for 

SME 

 
Figure 5.10 
Step 5 - Minimum Overall Cybersecurity Controls Implementation (MOCCI) for SME 

As mentioned in the findings section, outcome research gained insight into the 

major issues that SMEs face. To begin, SMEs must address the security of three layers: 

the human layer, the physical and digital perimeter layer, and the host/endpoint layer. 

Aside from that, if the SME has network devices that are visible to the public, network 

security rules must be in place. 

Also, if it has public-facing applications that access data or information, such 

as APIs, Web Portals, or Mobile Apps, that application and data layer security must be 

prioritized. 

SMEs must then concentrate on safeguarding the internal network layer and 

internal application layer, followed by a greater focus on the internal data layer. As 

illustrated in Figure 5.11, the top management of SMEs will play a critical role in 

ensuring that each layer of DiD adheres to the fewest cybersecurity controls. 
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Figure 5.11 
Critical Role of Top Management during Implementation 

 

5.4.6 Calculate SME’s Minimum Overall Cybersecurity Controls 

Implementation (MOCCI) Level 
 

 
Figure 5.12 
Step 6 - Calculate SME’s Minimum Overall Cybersecurity Controls Implementation 
(MOCCI) Level 

SMEs must satisfactorily implement cybersecurity measures for the human 

layer, physical and digital perimeter layer, and host/endpoint layer security at the first 
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level, which can be classified as "MOCCI Level 1," as indicated in Table 5.3. If the 

SME has network devices that are visible to the public, network security rules must be 

in place. 

Also, if it has public-facing applications that access data or information, such 

as APIs, Web Portals, or Mobile Apps, that application and data layer security must be 

prioritized. 

 
Table 5.3 
SME’s Minimum Overall Cybersecurity Controls Implementation (MOCCI) Level 
Ref to DiD, SME's Primary Layer Security 
Implementation Focus On 

GRC 
Implemented 

MOCCI 
Level 

Human Layer Security  
+ Physical & Digital Perimeter Security  
+ Host/Endpoint Security  
+ Public-Facing Network Security  
+ Public-Facing Application Layer Security  
+ Public-Facing Data Layer Security 

YES 1 

All Security Implementation in MOCCI Level 1  
+ Internal Network Layer Security  
+ Internal Application Layer Security 

YES 2 

All Security Implementation till MOCCI Level 2  
+ Internal Data Layer Security 

YES 3 

 

SMEs must focus on safeguarding the internal network layer and internal 

application layer at MOCCI Level 2. In MOCCI Level 3, the focus might shift to 

internal data layer security. 

 

5.4.7 Calculate SME’s Business Domain-Specific Least Cybersecurity Controls 

Implementation (BDSLCCI) Level 
 

In this seventh step, research is striving to provide the best solution with 

targeted cybersecurity measures that will alleviate SMEs' pain points while also 
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lowering their risk of exposure to cyber threats. While each of the CIA triads makes a 

unique contribution to cybersecurity for a business or its valued assets, they are also 

interconnected and overlap in some ways. As a result, while all three parts of the CIA 

cannot be disregarded, they can be prioritized based on demand in the SME area. 

 

 
 
Figure 5.13 
Step 7 - Calculate SME’s Business Domain-Specific Least Cybersecurity Controls 
Implementation (BDSLCCI) Level 

The BDSLCCI level can be estimated based on the attained BDSMOCCI and 

BDSMCAS levels. Refer to Table 5.4 for more information. 

 
Table 5.4 
SME’s Business Domain-Specific Least Cybersecurity Controls Implementation Level 
(BDSLCCI Level) 
BDSMCAS Level MOCCI Level BDSLCCI Level 

1 1 1 

2 1 2 

1 2 2 

2 2 3 

3 2 4 

2 3 4 
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3 3 5 

Only BDSLCCI Level 1 will be considered a Level 1 if an SME has adopted 

both MOCCI Level 1 and BDSMCAS Level 1.If any of the BDSMOCCI or 

BDSMCAS Levels do not meet the requirements for Level 1, BDSLCCI will not be at 

Level 1. 

If either BDSMOCCI or BDSMCAS Levels are required for BDSLCCI Level 

2, the others will remain at Level 1. Both the BDSMOCCI and BDSMCAS Levels 

must be at Level 3 for BDSLCCI Level 3.  

If either BDSMOCCI or BDSMCAS Levels are required for BDSLCCI Level 

4, the others will remain at Level 2. In addition, both MOCCI and BDSMCAS Levels 

must be at Level 3 for BDSLCCI Level 5. 

 

5.5 AI ML-Based Software to Predict Cybersecurity Controls for SME 

As for the ease of the recommended solution part, the implemented software 

has step-by-step guidance for SMEs willing to implement cybersecurity controls. As 

shown in Figure 5.14, AI and ML are used to help in the prediction of the relevant 

cybersecurity controls. 
 

 
Figure 5.14 
Step-wise Implementation in Web Application 

 

5.5.1 Responsible AI to Predict Cybersecurity Controls for SMEs 

While selecting the appropriate controls for cybersecurity implementation, AI 

should help with the ethical standards. Hence, this is mapped to responsible AI 
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principles, which are part of the methodology for deploying Artificial Intelligence 

approaches in real life while maintaining model explainability and responsibility (Abir 

et al., 2022). As illustrated in Figure 5.15 (Clarke, 2019), ten basic concepts of 

responsible AI can be mapped to cybersecurity control implementation. When it comes 

to the first principle of responsible AI, "Assess positive and negative impacts and 

implications," it's crucial to grasp the goal of each critical asset in an SME's specific 

business sector. Then, to meet the CIA Triad or DiD criteria, the same must be mapped 

to cybersecurity controls and features. It is vital to describe the benefits of the selected 

controls and/or their characteristics. Also, by incorporating ongoing input and 

feedback from SMEs, the process of mapping cybersecurity measures and their 

characteristics for SMEs with similar business areas can be improved. SMEs should 

also get as much advice as possible to maximize their benefits. It is also vital to 

maintain transparency in regards to justifying negative impacts and necessary 

safeguards, as well as providing specific controls and/or their features to SMEs. AI 

should be built in such a way that it always shares options for reaching the same goals 

with fewer risks or side effects. 

The second principle, "Complement humans," relates to improving people's 

abilities to aid in the SME's stronger cybersecurity posture. It should also include 

cybersecurity controls that will assist individuals in performing better operations rather 

than directly replacing them. The third principle, "Ensure human control," should be 

regarded as a zero-day assault, and with the emergence of new cyber tricks, it is critical 

not to automate the cybersecurity domain. Many effective cyber-attacks have 

identified humans as the weakest link. Employees should be instructed on what to do 

and what not to do while working in the field. Furthermore, all SMEs' stakeholders' 
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data should be protected during cybersecurity implementation. Maintain a human-

friendly, individual-centered environment inside SME.  

The fourth principle, "Ensure human safety and wellbeing," should prioritize 

the deployment of cybersecurity measures, with "Fail-Safe" being prioritized first, 

followed by "Fail-Secure," even though both are critical from distinct perspectives. 

For example, if a fire breaks out in a server room containing a significant database, 

even though it is a vital database that should be protected by physical doors with access 

restrictions, it is critical to unlock doors to prevent human deaths or injuries. In this 

case, organizations must assess whether another solution for database security is 

required. 

The fifth principle is to ensure consistency with human values and human 

rights, with the intended AI helping framework ensuring that human rights legislation 

is not overlooked while implementing cybersecurity regulations. It should also 

consider gathering feedback from individuals on cybersecurity controls in place, 

analyzing those controls regularly, and improving them to make them more human-

friendly without jeopardizing cybersecurity.  

The sixth principle, providing openness and auditability, ensures that all 

stakeholders are aware of the controls and/or features provided by this cybersecurity 

framework. Under the seventh responsible AI principle, "Embed quality assurance," 

the framework should ensure that data collected from various SMEs is constantly 

evaluated and made more useful in the implementation of cybersecurity controls, 

ensuring that the best possible cybersecurity is delivered. It must also give an honest 

assessment of the controls and/or features implemented.  

The eighth responsible AI principle is to demonstrate robustness and resilience, 

which requires SMEs to undertake an audit concerning the applied cybersecurity 
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controls, where people, processes, and technology will be evaluated and improved over 

time. To comply with the ninth principle, "Ensure accountability for obligations," roles 

and responsibilities must be properly understood by everyone, with SMEs ensuring 

good communication for any cyber-attack event, complaint, appeal, damaging errors, 

and so on during the implementation of the framework. According to the 

tenth responsible AI principle, “Enforce, and accept the enforcement of, liabilities and 

sanctions,” it is critical to guarantee that processes inside SMEs handle any cyber-

attack incident, complaint, appeals, damaging errors, and other cybersecurity controls 

more efficiently. It should also ensure that SMEs are well-positioned to meet the 

demands of external stakeholders in their eco-system or specific region/country. 

 

 
Figure 5.15 
Cybersecurity Controls Implementation Mapping with Principles of Responsible AI 
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5.5.2 AI for BDSMCAS Level Implementation 

In this software design, ML logic has used a multiclass classification trainer, which 

is the SdcaMaximumEntropyMulticlassTrainer provided by ML.NET. For it, input values 

are provided as a list known as "features", whereas the predicted output value is known as 

"Label". Features are business domain and MCA in the case of this software. It provides a 

prioritized CIA component as a label (Microsoft, 2022).  

As shown in Figure 5.16, any SME can register the web application where it will 

specify its business domain during the registration process. Based on the business domain, 

through simulated data points, the software will predict what should be the ideal number 

of MCAs for the SME. If SMEs don’t agree with the predicted MCA, they can add a new 

MCA for their business domain. It will be further treated as a new input for AI/ML logic 

for further predictions. Based on Business Domain and MCA, the software will also help 

in predicting the prioritization of the components of the CIA triad. SMEs can either modify 

the recommended prioritization or accept it as is. Based on MCA and the prioritized 

component of the CIA triad, the software will display the list of cybersecurity controls 

SMEs need to implement to satisfy the same. Based on the implementation of the controls, 

the SME’s BDSMCAS level is calculated and saved to the database. 
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Figure 5.16 
AI for BDSMCAS Level Implementation 

Research is working on the implementation of a web-based software having 

predictive data pulled by processes developed in AI and ML software. Any SME can 

register by providing key information such as its business domain and mission-critical 

assets. Taking it as input, the software predicts the prioritization in the CIA triad, relevant 

cybersecurity controls, and their specific features. For research recommendation solutions, 

the implementation of a web-based software having predictive data pulled by processes 

developed in AI and ML software. Any SME can register by providing key information 

such as its business domain and mission-critical assets. Taking it as input, the software 

predicts the prioritization in the CIA triad, relevant cybersecurity controls, and their 

specific features. 
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Figure 5.17 
Web Application Flow Screenshot showing priority of components in CIA Triad  

The information captured during research is used as initial input data, which is a business 

domain, its BDSMCA, and prioritization in the CIA triad components. Here the ML 

software part is using a multiclass classification algorithm. A supervised ML task is used 

to predict the class (in this case, the CIA triad's three components, which are 

confidentiality, integrity, and availability) of an instance of data. The input of this 

algorithm is a set of labeled examples. Each one of them starts as text data. It is then run 

through the Term Transform, which converts it to the Key (numeric) type. The output of 

a classification algorithm is a classifier, which is further being used to predict the class of 

new unlabeled instances (Alaiz-Moreton et al., 2019; Mustaqeem, Anwar, and Majid, 

2018). Firstly, it helps in predicting prioritized components in the CIA triad based on 

particular BDSMCA. This algorithm also predicts the CIA triad prioritisation and 
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cybersecurity controls mapping, categorizing those controls according to their importance 

in confidentiality, integrity, and availability. 

 

 
Figure 5.18 
Web Application Screenshot showing Recommended Cybersecurity Controls for 
Particular BDSMCA and Confidentiality as priority 

For example, refer to Figure 5.17, which highlights one of SMEs' BDSMCA. It shows 

confidentiality is the highest priority. Furthermore, as shown in Figure 5.18, the software 

can pull required cybersecurity controls to fulfil the security requirements for the same. 

Similarly, it will help SMEs implement cybersecurity controls for integrity and 

availability in further steps. Similarly, this software also recommends the least 

cybersecurity controls to be implemented to satisfy DiD within an SME. Collectively, 

this software will provide the maturity level as a result. SMEs need to refer to this 

software and keep on improving the maturity level of cybersecurity implementation. 

5.5.3 AI for MOCCI Level Implementation 
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Figure 5.19 
AI for MOCCI Level Implementation 

As shown in Figure 5.19, the software will also predict the least cybersecurity 

controls for each layer of the DiD. Different cybersecurity threats will be studied 

continuously to decide which controls are most important for each layer of DiD. The latest 

AI ML logic helps in reinventing the weightage for each control in a particular layer of 

DiD based on the latest cyber threat landscape. SMEs need to achieve a certain level of 

implementation of those controls to qualify for the particular MOCCI level. This is also 

retained in the database. 
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Figure 5.20 
Cybersecurity Controls Implementation for DiD Levels 

As shown in Figure 5.20, even software can show the achieved minimum level of 

cybersecurity control implementation for DiD layers. 
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Chapter VI:  

SUMMARY, IMPLICATIONS, AND RECOMMENDATIONS 

6.1 Summary 

It's astonishing to see that SMEs have been victims of cyber attacks for years but 

have received very little attention in terms of resolving the ground-level cybersecurity 

issue. It was observed that SMEs lack the resources needed to establish a strong 

cybersecurity posture; they are lost in finding the right stepwise direction; other business 

priorities prevent them from investing in cybersecurity, and SMEs require the simplest 

starting points that can also assist them in attaining their business priority goals. 

 

6.2 Implications 

Rather than having "NO" cybersecurity controls, which exposes about 100 percent 

of cyber-threat risks, it is preferable, to begin with, the bare minimum of cybersecurity 

measures advocated in this study. It will undoubtedly assist SMEs in protecting their 

primary business domain objectives and continuing to improve their cybersecurity 

maturity. 

One of the most important inputs for developing cybersecurity measures should be 

top management's consideration of business interests. At a high level, contemporary 

cybersecurity standards or frameworks typically have a broad landscape of controls that 

they must meet to satisfy the implementation of a cybersecurity posture that meets the 

standard's or framework's desired expectations. The current recommended solution, as a 

new framework, represents a paradigm shift in the journey of upgrading SMEs' 

cybersecurity posture, as depicted in Figure 6.1. This new framework provides a domain-

specific security posture, which aids in the protection of the organization's important asset 

areas. 
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Figure 6.1 
Paradigm Shift in New Framework 

Most cybersecurity standards and frameworks include a set of measures that should 

be adopted by any organization, regardless of its size, staff strength, business domain 

concerns, or other resources. Many times, even a few controls are insufficient for SMEs 

with a specialized business domain, deterring them from pursuing the implementation of 

such standards or frameworks. Many SMEs have yet to take the initial step toward 

cybersecurity, which means they are vulnerable to escalating cyber attacks. Few SMEs are 

even aware that they have been cyber-attacked. They'll need encouragement and 

motivation to climb the ladder of acceptable cybersecurity control implementation. Top 

management should see the link between their cybersecurity investment and achieving 

optimal protection for their business goals while avoiding cyber dangers. 

 

6.3 Recommendations for Future Research 
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This new cybersecurity framework, which was created for the benefit of a specific 

SME business domain, can also be further improved to be used for the cybersecurity of 

micro and large businesses. 

 

6.4 Conclusion 

During this research study, I found that there are various gaps and issues which are 

stopping SMEs to implement a good cybersecurity posture. To avoid being hacked, SMEs 

must follow at least the bare minimum and step-by-step cybersecurity implementation 

suggestions. There are a few schools of practical thought that can help SMEs solve existing 

difficulties quickly. Rather than implementing cybersecurity measures at random or not at 

all, any SME can prioritize the adoption of controls based on the areas outlined in this 

research. 

To conclude the discussion, below are the key points. 

1)  Determine BDSMCA for SME's Domain 

2) Implementing SME’s Domain Specific Security Demand considering all 

important factors specified 

3) Must-Have Minimum Baseline Controls should be implemented for the entire 

SME 

4) Calculating the BDSLCCI Level 

5) Keep on improving your BDSLCCI Level 

The preceding discussion offers recommendations for the prioritization of 

cybersecurity controls that SMEs should implement. It is worth repeating that the 

remaining two components of the CIA are as critical as the CIA triad areas for dividing 

cybersecurity controls into small parts for ease of SME, but they can be improved at a later 

stage of cybersecurity control planning and investment. Also, unique compliance 
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requirements for the domain in which SMEs operate should not be overlooked. BDSLCCI 

Level 1 provides effective cyber-threat security for SMEs, reducing malware, phishing, 

insider threats, web attacks, ransomware assaults, and a few other dangers to a certain 

extent. Furthermore, BDSLCCI Level 2 provides higher cybersecurity than BDSLCCI 

Level 1 and other levels. Level 5 of the BDSLCCI can be considered the best minimal 

cybersecurity controls for SMEs to apply. SMEs can also pick another mission-critical 

asset and continue to create controls for each one. 
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APPENDIX A   

SURVEY COVER LETTER 

This study's research questions are focused on the core question, which is: What is 

the current cybersecurity posture of SMEs and what are the issues they are facing regarding 

the implementation of cybersecurity controls? 

1. How old are your small and medium enterprises (SMEs)? 

2. Does your organization have any of the below standards or frameworks implemented? 

3. Does your organization have security controls in place? 

4. If the answer to the above question is YES, please select PHYSICAL Security controls 

already in place 

5. If the answer to the above question is YES, please select TECHNICAL Security 

controls already in place 

6. If the answer to the above question is YES, please select ADMINISTRATIVE controls 

already in place 

7. How frequently is Security awareness training conducted for employees? 

8. Which are the biggest problems you are facing while implementing or 

deciding/planning to implement Cybersecurity Controls for your organization? 

9. Has your organization undergone any cyber-attack? 

10. Which kind of cyber-attack did your organization face? 

11. As an SME, what is your expectation from security standards or framework? 
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APPENDIX B   

BACKGROUND INFORMATION OF RESEARCH SURVEY PARTICIPANTS 

 
Core Business of 

SME 
Participant's Role in 

SME 
SME's 

Country 
Number of Years of 

SME's Existence 

IT industry C-Level Executive India Between five to ten years 

IT industry Owner / Partner India Between one to three years 
Banking, Financial 
Services and 
Insurance (BFSI) Director India Between one to three years 

MEDIA Director India More than ten years 
Manufacturing Director Russia Between one to three years 
IT industry C-Level Executive Russia More than ten years 
IT industry Owner / Partner India Between one to three years 
IT industry Owner / Partner India More than ten years 
Manufacturing Owner / Partner India More than ten years 

IT industry C-Level Executive 
United Arab 
Emirates Between one to three years 

IT industry Owner / Partner India Between three to five years 
HR Owner / Partner Norway Less than a Year 

Executive Coaching Owner / Partner 
United Arab 
Emirates Between three to five years 

IT industry Owner / Partner India More than ten years 
Distribution of primary 
packaging material  Owner / Partner India More than ten years 
Insurance Owner / Partner India More than ten years 
Exports Owner / Partner India More than ten years 
Manufacturing Director India More than ten years 
IT industry Owner / Partner Israel Between five to ten years 
Consulting C-Level Executive Ghana More than ten years 
Finance Services Owner / Partner India More than ten years 

E-commerce Director 
United 
Kingdom Between three to five years 

Logistics Director Sweden Between three to five years 
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Pharmaceutical C-Level Executive Sweden More than ten years 
Logistics and Supply 
Chain Management Director 

United Arab 
Emirates More than ten years 

E-commerce Director 
United 
States More than ten years 

IT industry C-Level Executive Australia Between five to ten years 
IT industry Owner / Partner India More than ten years 
IT industry Owner / Partner India Less than a Year 

Cold Storage & 
Warehousing  Director India More than ten years 
IT industry Business Unit Head Australia Between five to ten years 
IT industry Owner / Partner India Between five to ten years 

IT industry Director 
United 
States Between five to ten years 

Maritime  Director India Between one to three years 
E-commerce Owner / Partner India Between one to three years 
FMCG C-Level Executive India More than ten years 
Media Owner / Partner South Africa Less than a Year 
Finance Services Director India Less than a Year 
IT industry Director Singapore Between one to three years 
Manufacturing Owner / Partner India More than ten years 
E-commerce Owner / Partner Russia Less than a Year 
Online Services and 
marketing Senior Management Sri Lanka Between three to five years 
Telecommunication Owner / Partner India More than ten years 
Manufacturing Owner / Partner India Between three to five years 
Telecommunication Owner / Partner India More than ten years 
Finance Services Owner / Partner India Between one to three years 

IT industry Business Unit Head India Between five to ten years 
B2C SaaS Hyper 
Mobility and Fintech 
consumer services C-Level Executive Indonesia Between five to ten years 
IT industry Owner / Partner India More than ten years 
IT industry Owner / Partner India Between one to three years 
Telecommunication Owner / Partner India Between three to five years 
Banking, Financial 
Services and 
Insurance (BFSI) Owner / Partner India Between three to five years 
Manufacturing C-Level Executive India More than ten years 
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IT industry Director India Between five to ten years 
Hospitality Owner / Partner India Between three to five years 
Construction Director India Between three to five years 
Banking, Financial 
Services and 
Insurance (BFSI) Director India More than ten years 
Legal Services Owner / Partner India Between five to ten years 
IT industry Director India More than ten years 
FMCG Owner / Partner India Between five to ten years 
Logistics and Supply 
Chain Management Owner / Partner Bangladesh Between five to ten years 

Oil Industry C-Level Executive 
United 
States More than ten years 

Finance Services Owner / Partner Nigeria Between one to three years 
SAAS (Software 
Development in areas 
of business process 
automation for SMB 
and SME) C-Level Executive India Between three to five years 
Distributor Owner / Partner India Between one to three years 

Hospitality Owner / Partner India More than ten years 
Finance Services Director India Less than a Year 

Manufacturing Owner / Partner India More than ten years 

IT industry Director 
United 
States Between one to three years 

Logistics Owner / Partner India Between one to three years 

Finance Services Owner / Partner Cyprus More than ten years 

IT industry C-Level Executive India More than ten years 

IT industry Director India More than ten years 

EduTech C-Level Executive 
United 
States More than ten years 
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FMCG Owner / Partner India Less than a Year 

Construction Owner / Partner India Between one to three years 

Hospitality Owner / Partner India Between three to five years 

IT industry Owner / Partner India Between five to ten years 

Renewable Energy  Owner / Partner India Between five to ten years 

Telecommunication Owner / Partner India Between one to three years 

IT industry Owner / Partner India Less than a Year 

Manpower supply 
(Human resources) Director India Between five to ten years 

IT industry Director India More than ten years 

IT industry C-Level Executive India Between five to ten years 

E-commerce Director India Less than a Year 

IT industry Owner / Partner India Between one to three years 

IT industry C-Level Executive India Between one to three years 

Media C-Level Executive India More than ten years 

Manufacturing Owner / Partner India More than ten years 

Travel / Tech Director Australia Between five to ten years 
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Pharma Director 
United 
States More than ten years 

SAS services 
(Software platform for 
Insurance brokers) Director 

United 
States Between five to ten years 

IT industry C-Level Executive India Between three to five years 

Education Vice Principal India More than ten years 

Healthcare Business Unit Head India Between five to ten years 

MEDIA C-Level Executive India More than ten years 

FMCG Owner / Partner India More than ten years 

Construction  Owner / Partner Kenya More than ten years 

Online Services and 
marketing Business Unit Head India Between one to three years 

Legal and Accounting 
Services Owner / Partner India Less than a Year 

IT industry Director Ireland Between five to ten years 

Media Owner / Partner India More than ten years 

IT industry Director 
United 
States Between three to five years 

IT industry Director India Between one to three years 
IT industry Owner / Partner India More than ten years 
Marketing Consultant Owner / Partner India Less than a Year 
IT industry Director India Between one to three years 
IT industry Owner / Partner India More than ten years 
Banking, Financial 
Services and 
Insurance (BFSI) Director India Between one to three years 

E-commerce Director Australia More than ten years 
Healthcare Director India Between one to three years 
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IT industry Owner / Partner India Between five to ten years 

Insurance Owner / Partner India More than ten years 
Hospitality Owner / Partner India More than ten years 
Finance Services C-Level Executive India More than ten years 
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APPENDIX C 

INFORMATION FROM THE RESEARCH INTERVIEW 

The following are the high-level inputs received from top management, such as 

directors, CEOs, and C-Level Executives of SMEs when asked about the Business 

Domain-Specific Mission Critical Asset (BDSMCA) for their business domain, followed 

by prioritization of the Confidentiality, Integrity, and Availability for BDSMCA. In this 

qualitative analysis, SMEs participating were from countries like India, Dubai, Iran, China, 

Russia, and the USA. 

 

Number 
of 

Particip
ants 

Business 
Domain 

Business 
Domain-Specific 
Mission Critical 

Asset 
(BDSMCA) 

Prioritization on a scale of 1 to 10  
(1 being lowest and 10 being highest) 

Confidentiality Integrity Availability 

12 Manufacturing Design Drawings 10 8 6 

10 Software 
Development 

Source Code of 
Software 

Applications 

10 8 6 

7 Marketing Customer Database 10 8 6 

3 Manufacturing 
Ordering System 
Integration with 

Shops 

5 6 10 

3 Aggregator Aggregator 
Platform - Web 

8 6 10 

2 Real estate Skilled Labor 1 1 10 

2 Logistics Logistics Software 
Portal 

10 8 6 

2 E-Commerce 
Online Shopping 

Portal 
6 8 10 

2 Consulting Customer Database 10 6 8 

2 
Audit 

(Cybersecurity & 
IT) 

Audit Reports 
containing internal 
information about 
the organization 

10 8 6 

1 Trading Trading Software 6 8 10 
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1 Support Network Access 8 10 6 
1 Support Phone Systems 6 8 10 

1 Storage & 
Warehousing 

Temperature and 
Humidity 
Controller 

5 10 9 

1 Software 
Platform 

Software for 
sending bulk emails 

8 6 10 

1 

Software 
Development - 

Cloud Infra 
Based 

Connectivity to 
cloud 

8 6 10 

1 Software 
Development 

Integrated Software 
Source Code 

8 10 6 

1 Software 
Deployment 

Infrastructure 
Knowledge 

8 10 6 

1 Software - 
Reseller Data Integrity 6 10 8 

1 Software - 
Product 

Software Source 
Code 

10 8 6 

1 Sales & 
Marketing 

Client's Signed 
Documentation 

7 10 9 

1 Product Testing Client Product IP 
and Reports 

10 8 6 

1 
Product - 

Security Access 
System 

Data sent on cloud 
10 8 6 

1 
Product - 

Security Access 
System 

Firmware 
6 8 10 

1 
Product - 

Security Access 
System 

Hardware 
6 8 10 

1 
Product - 

Security Access 
System 

Software 
6 8 10 

1 Product - Design 3D modeling 
drawing 

10 8 6 

1 Marketing - Web 
Platform 

Online AI-Driven 
Web Platform 

8 6 10 

1 Manufacturing Algorithm of Robot 8 10 6 

1 Manufacturing Automated 
machines and tools 

8 6 10 
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1 Manufacturing 

Calibration 
Guidelines as per 

industry standards 
(Quality Control) 

5 10 5 

1 Manufacturing CNC Machine 6 8 10 
1 Manufacturing ERP System 5 6 10 

1 Manufacturing Formula of 
Beverage 

10 8 6 

1 Manufacturing 

The formula of 
various ice-creams 

programmed in 
systems 

10 8 5 

1 Manufacturing 

Innovative 
Technology Design 

for less power 
consumption for 
Industrial Usage 

10 8 6 

1 Manufacturing Line Operation 
6 10 8 

 
 

1 Manufacturing Medicine Formulae 8 10 6 
1 Manufacturing Own Chipset 10 8 6 

1 Manufacturing Quality of Food 
Ingredients 

6 10 8 

1 Manufacturing 
Software of 

Detector Tolerance 
Range 

6 10 8 
 

1 Manufacturing 

Software 
Technology Server 

of Automation 
Software & 
Database 

8 10 6 

1 Manufacturing Supply Chain 
Network 

8 10 6 

1 Manufacturing Technical 
Knowledge 

10 8 6 

1 IT Consulting Skilled Employees 0 0 0 

1 Information 
Security Security Product 10 8 6 

1 Industrial 
Automation 

IIoT Hardware's 
Data Integration 

6 10 8 
 

1 Healthcare Machines 6 10 8 
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1 Healthcare Operation Theater 
(OT) / ICU 

5 10 8 

1 Healthcare Patient Info 10 8 6 

1 FMCG Online Platform 
Supply Chain 

6 8 10 

1 Financial 
Services Customer Data 10 8 6 

1 Financial 
Services 

Operational 
Software 

6 10 8 
 

1 Fabrication of 
various designs Customer Designs 0 0 0 

1 
End-to-End 

Smart 
Monitoring 

Hardware's Data 
Integration 

6 10 8 
 

1 Electrical 
contracting 

Skilled Labor 0 0 0 

1 E-Learning E-Learning Web 
Platform 

6 8 10 

1 Cloud Infra 
Provider 

Hardware 
Availability 

6 8 10 

1 Cloud Infra 
Provider Power to Hardware 6 8 10 

1 CCTV 
Installation 

Connectivity to 
cameras 

6 8 10 

1 
CCTV & 
Firewall  

Installation 

Technical 
Knowledge 

0 0 0 

1 Call Center Call Center Infra 
Connectivity 

6 8 10 

1 BSFI 
API & Applications 

for Financial 
Transactions 

10 8 6 

1 BSFI 
Loan Processing 

Application 
10 8 6 

1 Industrial 
Automation Cloud Platform 6 8 10 

1 Industrial 
Automation 

Installation after 
Quality Check 

6 10 8 

1 Industrial 
Automation Product Design 10 8 6 

1 Industrial 
Automation Source Code 8 10 6 
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1 Audit 
(Accounts) 

Working papers 
and documentation 

10 6 8 

1 Financial 
Consulting none 0 0 0 

1 Aggregator 
Aggregator 

Platform - Mobile 
App 

8 10 6 

1 Accounting Accounting 
Software Database 

10 8 6 
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GLOSSARY – CYBER-THREATS 

 
Phishing Attack: Humans or their emotions are targeted in social engineering attacks to 

capture, manipulate, or involve them in hostile behaviors that can lead to more cyber 

attacks (Kromholz et al., 2015). Phishing is the most common social engineering assault, 

in which hackers write fake messages and send them to people in any organization to make 

them victims of cyber tricks. In most situations, a message with a malicious attachment or 

an external URL to malicious websites is sent to the email account (Hong, 2012). Hackers 

try to play a physiological game by getting the victim to focus on the activity indicated in 

the email. In most cases, malware files disguised as resumes are delivered to the 

organization's HR management email addresses, which tend to be the weakest point for 

subsequent hacking attempts. More than 90 percent of cyber-attacks begin with a phishing 

attempt. Emotional motivators and enticing email contexts are used in these attacks to boost 

the success rate of targets (PhishMe, 2018). Phishing attacks are being carried out as a 

campaign on leaked databases of contact information. However, they can be mitigated by 

an organizational cybersecurity awareness training culture and a lack of cybersecurity 

measures. 

 

Insider Threat: As the term "insider" implies, it is immoral conduct committed by 

trusted individuals, such as workers, partners, vendors, or others, that harms the 

organization or engages in illicit operations for the profit of an individual or group. 

Insider attacks in the digital realm can result in information leakage, an increase in 

cybercriminal surveillance, or even damage to an organization's systems, infrastructure, 

or network (Greitzer, 2011). 

 

Malware Threat: The word "malware" is made up of two parts: the first is the word 

"malicious," and the second is the word "software." Malware is given multiple names 

depending on the family it belongs to. Lollipop, Simda, Gatak, and Obfuscator are 

some of the most well-known malware families. ACY, Ramnit, and other viruses, 

worms, Trojan horses, adware, backdoors, and other malware categories are the most 
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common (Ronen, 2018). Each type of malware has distinct characteristics that can aid 

in classification. Anti-malware systems that can detect behavior more precisely and in 

less time are providing improved protection against it (Zolkipli, 2011). 
 
DoS and DDoS Attack: In the case of a denial-of-service (DoS) attack, cybercriminals 

try to flood a server with traffic to make it unavailable to desired users by consuming 

the maximum possible resources required for its function. In a similar way, a 

distributed denial-of-service (DDoS) attack is simply a DoS attack itself, but here 

cybercriminals use multiple sources of IP addresses, which are nothing but computers 

or servers, to flood a targeted resource. Hence, DDoS is much more difficult to prevent 

as compared to DoS attacks (Mahjabin, 2017). 
 
Man-in-the-middle (MITM) Attack: Cybercriminals can intercept, tamper with, 

send, or receive data between the sender and recipient systems in a MITM attack 

(Mallik, 2019). 
 
Ransomware Attack: Ransomware is a combination of the terms "ransom" and 

"malware." In this type of attack, cyber thieves encrypt the intended victim's system 

and then demand a ransom in exchange for a decryption key that allows them to restore 

it (Tandon, 2019). Nsb Locker, CTB Locker, Crypto Locker, CryptoWall, Torrent 

Locker, TeslaCrpt, WannaCry, Maze, Locky, Bad Rabbit, GoldenEye, Petya, and other 

ransomware have been around for more than a decade (Hong, 2018; Liao, 2008). 

 

Web Attack: A Web Attack occurs when cybercriminals use the weaknesses of a 

website or web application to steal data, capture sensitive information, and so on 

(Kapodistria, 2021). The Open Web Application Security Project (OWASP), a non-

profit organization, offers advice on how to avoid such web attacks. It updates its top 

10 cyber danger list regularly, based on cyber-attack statistics, to assist software 

developers in implementing secure coding standards (Wichers, 2017). 

GLOSSARY – CYBERSECURITY CONTROLS 
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Business Continuity Plan (BCP): It specifies how an organization will continue to 

operate in the event of an unanticipated service interruption. It's more extensive than a 

disaster recovery plan, as it includes contingencies for business processes, assets, human 

resources, and business partners - all aspects of an organization that could be impacted. 

 

Closed-Circuit Television (CCTV): Video surveillance is another term for CCTV. It is 

a camera, recorder, direct connection, and video connectivity device. It's usually connected 

to a wireless or wired network, which allows audio and video to be sent. Night vision 

capabilities are included in today's modern CCTV cameras, allowing them to capture 

images in low or dim light. 

 

Intrusion Detection System (IDS): It is a hardware device with a software application 

or individual software that detects policy infractions, as well as any suspicious or malicious 

acts, by continuously monitoring the system, network activities, and other factors. It can 

assess the open vulnerabilities in a system's configuration, recognizing distinct attack 

patterns or harmful behaviors. (1) Host-based IDS (HIDS) and (2) Network-based IDS are 

the two primary types of IDS based on their solution approach (NIDS). The Network 

Interface Card (NIC) on NIDS is set to promiscuous mode, and the relevant software is 

installed. On a workstation or a server, HIDS looks for malicious or unusual activities 

(Jabez, 2015). 
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