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Abstract

Recent research on information security recognized the exclusion of human behavior
assessment as the main limitation. Cognitive neuroscience tools and methods are required. The
CAPTCHA security measure is an example of the association of information security and
cognitive neuroscience in order to provide the security oriented to humans rather than technical
solutions only. The CAPTCHA security measure aims to distinguish humans from robots by
encouraging us to decide is the visually presented item meaningful or not. This article presents
relevant cognitive neuroscience tools and evidence due to the assessment of processing of
words and codes for the information security purpose. Further empirical research on different
age groups is recommended, especially research that include experimental and control groups
in order to prove the effectiveness of cognitive neuroscience tools in the field of information

security.
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1. Introduction: Security as a multidisciplinary field

Security is a necessary constitutive element of society. As a public good, non-exclusive and
non-rival value, security has a significant impact on social, economic and political processes
(Loader and Walker, 2007). In the objective sense, it measures the absence of threats to
acquired values, and in the subjective sense, the absence of fear that such values will be
endangered (Wolfers, 1962). Socioscientific research distinguishes three concepts to which
security refers: the type of social and political practice, the way of enjoying the good, and the
state of permanence (Herington, 2015). Security is not a fixed or dispositional, but a dynamic
and complex process, never final and fully completed, security needs are constantly produced
and reproduced (Bourbeau, 2015). Security studies are a multidisciplinary field, where physics
and engineering, computer science and biology, psychology and medicine, pharmacology and
neuroscience, philosophy and jurisprudence, sociology and ethology can all bring valuable
contributions to the table (Rusconi et al., 2014). In general, security and cognitive space have
their own genesis of intertwining, for example the use of knowledge about cognitive bias and
perceptual distortion in terms of studying and reducing analytical failures in the domain of
intelligence analysis. The aim of this article is to describe the application of neuroimaging

methods in the processing of the meaningful written code for the information security purpose.

2. Cognitive-related information security

The exponential growth of cyberspace in the modern era has multiplied potential threats
(Clemente, 2013). Both scholars and respectable global companies have reported about an
increase in cyber-attacks during SARS-CoV-2 pandemic period, especially via malicious
domains, malware or ransomware. More data records have been compromised in 2020 alone
than in the past 15 years combined, in what is described as a mounting "data breach crisis™ in
the latest study from analysis firm Canalys (ZDNet, 2021). In recent years, valuable research
has been published regarding the application of knowledge from cognitive neuroscience in the
field of information security (Wang et al., 2019). For a number of reasons, there are different
definitions of information security, and one of the most common is the so-called CIA triad
(ISO/IEC 27000, 2016), which includes:



1 Confidentiality - “‘property that information is not made available or disclosed to
unauthorized individuals, entities, or processes’’;

2 Integrity - “‘property of accuracy and completeness’’;

3 Auvailability - “‘property of being accessible and usable upon demand by an authorized

entity’’.

In that context, the CIA definition of secure information suggests: some information | is secure
if, and only if, all parts of I retain the properties of confidentiality, integrity, and availability.
Lundgren and Moller (2019) proposed the Appropriate Access definition (AA), which may be
applied either to information: The information I is secure for stakeholder H if, and only if: For
every agent A, and every part P of I, A has just the appropriate access to P relative to H.

Recently, the application of neuroscience in the research of information security behavior has
gradually attracted the attention of researchers (Schumacher, 2015; Wang et al., 2019). The
reason is that cognitive neuroscience can mine data such as physiological signals and
behaviors, and a more subjective and thorough explanation of the hidden factors that affect the
safe behavior of users' information. Wang et al. (2019) have made a review on cognitive
neuroscience in information security behavior and found that the most obscure topics are
neuroimaging methods: Eye Tracking (ET), Functional Magnetic Resonance Imaging (fMRI)
and Electroencephalography (EEG). Also, they have concluded that existing research has
gradually recognized that individual users play an important role in the security of information
systems because users are the weakest link in system security, user negligence or deliberate

behavior can lead to security threats to information systems.

2.1. CAPTCHA security measure

In the modern era, it is very important to understand if the user trying to access a website is a
real person or a malicious automated program (“bot”). So, one of the key issues in the web
space is the confirmation of authenticity or authorization. In order to decide whether to allow
the access, the first CAPTCHA test was invented in 2000 by John Langford, Nicholas J. Hooper
and Luis Von Ahn and it is still used (Singh and Pal, 2014). CAPTCHA stands for Completely
Automated Public Turing Tests to tell Computers and Humans Apart. CAPTCHA is a program
which can generate and grade the tests that it itself cannot pass. The CAPTCHA test performs



an authentication process, called a “challenge-response authentication”, because it presents a
challenge to the user, and only when it is solved, the right to access the website is given (Ling-
Zi and Yi-Chun, 2012).

The main constraints encountered by most of the CAPTCHASs are to be:

- Readable;
- Difficult guessed randomly;
- Order-able.

The nature of CAPTCHASs determines the parameters applicable to address the level of
efficiency, errors and satisfaction: accuracy, time response, perceived difficulty/satisfaction of
using a scheme. Usual used aggravating factors are: arithmetic operations, colors, confused
characters (pseudo words or non-words), clutters, picture-based and game-based tasks, etc.
Although there are various attacking methods and all tasks may be broken, while and so far,
Convolutional Neural Network (CNN) has proven to be the most successful attacking method
of provable CAPTCHA tasks (Kahar, 2021), it is still commonly used in many respectable
domains world-wide. A better insight into the time and place of the ongoing brain activities
while reaching the semantics of a visually presented item (word, picture, code) is important to
distinguish humans from robots as a core process of a security check. Relevant cognitive
neuroscience tools for a visually presented item (a single word or code) processing assessment
are neuroimaging methods: electroencephalography (EEG) method in which potentials are
evoked by a stimulus known as the ERP method, functional magnetic resonance imaging
(fFMRI) and magnetoencephalography (MEG). Research designs are the combination of
relevant neuroimaging method and a behavioral paradigm made of cognitive tasks (Grady et
al., 2020).

2.2.  Visually presented item (a single word or code) processing

Words and codes are concepts in the processing of which understanding is crucial, as well as
integration with the preconcept (e.g. what is code, letter, symbol, number). Literature offers
evidence about the separate processing of words and numbers and the similarity of the two
activities (Denes and Signorini, 2000; Szucs et al., 2007). Marinkovic at al. (2003) concluded

that the modality independent access to semantic meaning in anterior temporal and inferior



prefrontal regions primarily on the left happens at around 400ms after the stimulus
presentation. A question emerges: 'how are words and codes, as meaningful combinations of

letters or letters and numbers, processed in our brain?'

The EEG method in which potentials are evoked by a stimulus is known as the ERP method.
It is characterized by an excellent temporal resolution (~1ms) and electric potentials generated
by synaptic currents in the cortex, measured directly by placing electrodes on the scalp (Luck,
2005). The negative component known as N400 appears between 250 and 500ms after the
presentation of a single written word but also other meaningful events (e.g. pictures). The
presence of this component is related to semantic access and contextual integration, that is
comprehension (Kutas and Federmeier, 2000; Marinkovic, 2004; Luck 2005; Holcomb et al.,
2007; Grainger et al., 2009). N400 is sensitive to differences in frequency of appearance of a
word so by decreasing the frequency of a word its amplitude is increased, reflecting the
increased activation of relevant brain region (Kutas and Federmeier, 2000). It, in turn, is
connected to trying to reach a semantic and contextual integration which is then made difficult
because of the insufficient experience with the low-frequency word. N400 amplitude will also
be increased for written pseudo words in comparison with real words (Marinkovic, 2004) for
the similar reason (less frequent words seem similar to pseudo words until we learn their
meaning). The assumption is that pseudo cods (e.g. N1o), much 'like pseudo words', will cause
a bigger amplitude of N400 than the real code (e.g. Nol) because of the increased 'effort’ to
reach a semantic and contextual integration. In order for the subject to distinguish the real
(correct) word or code from the pseudo one (incorrect, impossible, meaningless) it is crucial to
understand the concept, and not only automatically recognize or look it up in the mental lexicon
with lesser semantic demands, as is the case with words in a typical lexical decision task (LDT).
Thus, Nol is a meaningful information but N1o is not and that is the case not only because the
position of the letters and the numbers are changed, but also because of the meaning of the

context.

The limitation of the ERP method in this particular paradigm would be in the fact that ERPs
are so small and a great number of trials is necessary in order to measure them accurately,
which can be long and exhausting for the subjects (Kutas and Federmeier, 2000; Luck, 2005).
EEG's main limitation is the inverse problem, that is, the uncertain information about the
specific location of the signal generator (Luck, 2005). Because of that it would be better to set

a paradigm in which the spatial information is irrelevant and can be, for discussion’s purpose,
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limited to evidence offered by various neuroimaging methods: functional magnetic resonanace
imaging (fMRI), anatomically constrained magnetoencephalography (aMEG) and functional
magnetoencephalography (fMEG).

The use of the fMRI has proved that during single written word processing activation occurs
in occipital lobe bilaterally, left fusiform gyrus, left middle temporal gyrus and left inferior
frontal gyrus (Kansaku et al., 1998; Booth et al., 2001; Booth et al., 2002; Chou et al., 2006).
The aMEG 'brain movie' (Marinkovic et al., 2003) proved the path of activation in real time:
the start in the primary visual region and unimodal visual association area of the fusiform gyrus,
wherefrom the activation continues towards supramodal temporal and prefrontal regions. The
mentioned evidence supports the hypothesis according to which in unimodal cortices lexical
encoding takes place while the activation in supramodal regions is associated with modality
independent semantic and contextual integration (Booth et al., 2002; Marinkovic, 2004;
Halgren et al., 2006).

Regarding the processing of a single number presented in the visual Arabic code, the fMRI
provides evidence (Cochon et al., 1999) about activation in the occipital-temporal bilateral
region. Without an explicit magnitude processing demands number processing, compared with
letter or color processing, activated a bilateral region in the horizontal intraparietal sulcus (Eger
et al, 2003). Left lateralization of the intraparietal and prefrontal activation was proved during
the number multiplication task (Cochon et al., 1999). This evidence is in accordance with the
triple-code model of number processing (Dehaene and Akhavein, 1995; Dehaene and Cohen,
1995) according to which there are two main routes during the processing of a number
presented in visual Arabic code after the initial entry occipital-temporal pathway. The direct
route, converting numbers from the obtained visual number form to the left lateraled verbal
system and then accessing a verbal memory store for arithmetic facts. This route is used during
the multiplication task. Indirect semantic route which should activate a bilateral inferior parietal

cortex is activated during quantity processing, with the right hemisphere being predominant.



3. Conclusion

Relevant cognitive neuroscience tools and evidence due to the assessment of processing of
words and codes (such as electroencephalography, functional magnetic resonance imaging,
anatomically constrained magnetoencephalography, functional magnetoencephalography)
were found useful for the information security purpose, especially in the web space
confirmation of authenticity or authorization where is important to understand if the user trying
to access a website is a real person or a malicious automated program. Further empirical
research on different age groups is recommended, especially research that include experimental
and control groups in order to prove the effectiveness of cognitive neuroscience tools in the
field of information security.
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