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ABSTRACT
ADAPTIVE THRESHOLDING IN CHAOS ENGINEERING: USING FUZZY LOGIC
TO DYNAMICALLY SET ALERT LEVELS IN GAME THEORETICAL
FRAMEWORKS

Nithin Manmohan
2024

Dissertation Chair: <Chair’s Name>
Co-Chair: <If applicable. Co-Chair’s Name>

This research, titled "Adaptive Thresholding in Chaos Engineering: Using Fuzzy Logic to
Dynamically Set Alert Levels in Game Theoretical Frameworks,” explores a pioneering
approach to enhancing system resilience and adaptability in chaotic environments. The
study integrates the principles of chaos engineering, fuzzy logic, and game theory to
develop a comprehensive framework for dynamic threshold setting in complex systems.
Through the application of fuzzy logic, the model dynamically adjusts alert thresholds in
response to real-time system states, effectively handling the inherent uncertainties and
non-linearities of these environments. Game theory is employed to provide a strategic
framework, anticipating and responding to potential adversarial actions, thereby
reinforcing the system's adaptive capabilities. The methodology includes theoretical

modeling, simulation, and case study analysis, offering a robust validation of the
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proposed approach. The findings indicate that this integrated approach significantly
improves system responsiveness and stability, highlighting its potential for broad
application in various sectors where system reliability is crucial, This research contributes
to the advancement of chaos engineering, presenting a novel solution to the challenges of
maintaining system stability in unpredictable and rapidly evolving technological

landscapes.
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CHAPTER I
INTRODUCTION

1.1 Introduction

The research area of “Adaptive Thresholding in Chaos Engineering: Using Fuzzy
Logic to Dynamically Set Alert Levels in Game Theoretical Frameworks" lies at the
intersection of chaos engineering, fuzzy logic, and game theory, focusing on improving
system resilience and adaptability. Chaos engincering, a practice that tests systems’
ability to withstand turbulent conditions, has become increasingly relevant as
organizations depend more on complex, interlinked technological systems (Brown et al.
2011). Fuzzy logic contributes by providing a means to handle the uncertainty and
imprecision inherent in real-world systems Zadeh (1965), enabling more nuanced and
flexible responses to changing conditions.

The motivation for this research stems from the need for more dynamic and
intelligent systems in the face of evolving cyber threats and complex operational
environments, Traditional static thresholding methods are inadequate for contemporary,
fast-paced technological landscapes. By leveraging game theory, which offers strategic
insights into adversarial behaviours Osbome and Rubinstein (1994), in their research
aims to predict and counteract potential system threats more effectively.

This research holds significant importance for industry practice and knowledge
advancement, It addresses a critical need for adaptive security measures in sectors where
system reliability and security are crucial, such as finance, healthcare, and cntical
infrastructure. By advancing the understanding of dynamic threshold setting in chaotic

environments, this research contributes to the development of more resilient, intelligent,



and secure systems, essential for the smooth operation of modern societies and
economies,

In the rapidly evolving landscape of system engineering and cyber security, the
resilience and reliability of systems have become paramount. Traditional static methods
for setting alert thresholds in systems have proven insufficient in handling the dynamic
and often chaotic nature of modern technological environments. This research draws
upon the principles of chaos engineering, an approach that systematically tests systems
for weaknesses in the face of turbulent conditions (Brown et al. 2011),

Fuzzy logic, a form of multi-valued logic derived from fuzzy set theory, provides
a method to handle uncertainty and imprecision (Zadeh, 1965). It offers a robust
framework for dynamically adjusting system thresholds based on real-time data, thereby
enabling more responsive and adaptive system behaviors (Ross, 2004).

Furthermore, game theory, a mathematical framework for analyzing strategic
interactions among rational decision-makers, offers valuable insights into the behaviors
of adversarial eclements within system environments (Osborne & Rubinstein, 1994),
David (2015), work on the application of game theory in cyber security and information
assurance underscores its relevance in anticipating and strategically responding to threats
in complex systems.

Combining these methodologies, this research aims to develop an innovative
framework for adaptive thresholding in chaotic environments. By integrating the
predictive strengths of game theory with the flexibility of fuzzy logic, this study seeks to
contribute significantly to the field of chaos engineering, advancing the understanding

and application of dynamic alert systems in cyber-physical environments.



1.2 Research Problem

The core problem addressed in "Adaptive Thresholding in Chaos Engineering:
Using Fuzzy Logic to Dynamically Set Alert Levels in Game Theoretical Frameworks”
centers around the inadequacy of current threshold-setting mechanisms in complex,
dynamic systems. Traditional methods, which often rely on static thresholds, fail to
adequately respond to the rapidly changing and unpredictable environments typical of
modern technological systems (Brown et al. 2011). This static approach leads to either
oversensitivity, causing frequent false alarms, or a lack of sensitivity, resulting in missed
critical alerts.

The integration of fuzzy logic, which excels in handling uncertainty and
imprecision in data Zadeh (1965), offers a solution to this problem by allowing thresholds
to be set and adjusted in a more nuanced manner. However, the challenge lies in
effectively integrating fuzzy logic into existing system architectures in a manner that is
both efficient and effective.

Additionally, the strategic aspect of threshold management in adversarial
environments, such as cybersecurity, is often overlooked. Game theory provides a
structured way to understand and anticipate adversanial actions Osborne and Rubinstein
(1994), but its application in real-time adaptive thresholding remains underexplored.,

Therefore, this rescarch aims to address these gaps by developing a framework
that dynamically adjusts alert thresholds using fuzzy logic, within a game-theoretical
context, to enhance the resilience and responsiveness of systems in chaotic environments.
This approach is not only crucial for advancing theoretical knowledge in the field but also
holds significant practical implications for industries reliant on complex, adaptive

systems.






































































































































































































